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Abstract

This paper discusses some aspects of selecting dimdj tesxdom and pseudorandom number generators.

The outputs of such generators may be used in many cryptographic applications, such as the generation of
key material. Generators suitable for use in cryptographic applications may need to meet stronger
requrements than for other applications. In particular, their outputs must be unpredictable in the absence
of knowledge of the inputs. Some criteria for characterizing and selecting appropriate generators are
discussed in this document. The subject ofstiedl testing and its relation to cryptanalysis is also

discussed, and some recommended statistical tests are provided. These tests may be useful as a first step
in determining whether or not a generator is suitable for a particular cryptographiat@pliowever,

no set of statistical tests can absolutely certify a generator as appropriate for usage in a particular
application, i.e., statistical testing cannot serve as a substitute for cryptanalysis. The design and
cryptanalysis of generators iatside the scope of this paper.

Key words random number generator, hypothesis testlBe

Abstractl
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Introduction to Random Number Testing

The need for random and pseudorandom numbers arises in many cryptographic applications. For
example, common cryptosystemsiploy keys that must be generated in a random fashion. Many
cryptographic protocols also require random or pseudorandom inputs at various points, e.g., for auxiliary
guantities used in generating digital signatures, or for generating challenges imieatioa protocols.

This document discusses the randomness testing of random number and pseudorandom number
generators that may be used for many purposes including cryptographic, modeling and simulation
applications. The focus of this document is on ¢hagplications where randomness is required for
cryptographic purposes. A set of statistical tests for randomness is described in this document. The
National Institute of Standards and Technology (NIST) believes that these procedures are useful in
detecthg deviations of dinary sequencéom randomness. However, a tester should note that apparent
deviations from randomness may be due to either a poorly designed generator or to anomalies that appear
in the binary sequence that is tested (i.e., a certaimber of failures is expected in random sequences
produced by a particular generator). It is up to the tester to determine the correct interpretation of the test
results. Refer to Section 4 for a discussion of testing strategy and the interpretatiorestitess

1.1 General Discussion

There are two basic types of generators used to produce random seqgamcas:number generators
(RNGs- see Section 1.1.3) apdeudorandom number generatorfPRNGs- see Section 1.1.4). For
cryptographic applications, boof these generator types produce a stream of zeros and ones that may be
divided into substreams or blocks of random numbers.

1.1.1 Randomness

A random bit sequence could be interpreted as the result of the flips of an unbiased OfairO coin with sides
that ardabeled O00 and 01,0 with each flip having a probability of exactly ! of producing a O00 or 01.0
Furthermore, the flips aiadependenbf each other: the result of any previous coin flip does not affect
future coin flips. The unbiased OfairO coin is tha perfect random bit stream generator, since the 000
and O10 values will be randomly distributed (and [0,1] uniformly distributed). All elements of the
sequence are generated independently of each other, and the value of the next element in the sequenc
cannot be predicted, regardless of how many elements have already been produced.

Obviously, the use of unbiased coins for cryptographic purposes is impractical. Nonetheless, the
hypothetical output of such an idealized generator of a true random secpeeves as a benchmark for
the evaluation of random and pseudorandom number generators.

1.1.2 Unpredictability

Random and pseudorandom numbers generated for cryptographic applications should be unpredictable.

In the case of PRNGs, if the seed is unknownntiéd output number in the sequence should be

unpredictable in spite of any knowledge of previous random numbers in the sequence. This property is
known as forward unpredictability. It should also not be feasible to determine the seed from knowledge

of ary generated values (i.e., backward unpredictability is also required). No correlation between a seed
and any value generated from that seed should be evident; each element of the sequence should appear to
be the outcome of an independent random eventevhabability is 1/2.

To ensure forward unpredictability, care must be exercised in obtaining seeds. The values produced by a
PRNG are completely predictable if the seed and generation algorithm are known. Since in many cases

1-1
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the generation algorithm ublicly available, the seed must be kept secret and should not be derivable
from the pseudorandom sequence that it produces. In addition, the seed itself must be unpredictable.

1.1.3 Random Number Generators (RNGS)

The first type of sequence generator isr@dom number generator (RNG). An RNG uses a non
deterministic source (i.e., the entropy source), along with some processing function (i.e., the entropy
distillation process) to produce randomness. The use of a distillation process is heeded to overcome any
weakness in the entropy source that results in the production-edndam numbers (e.g., the occurrence

of long strings of zeros or ones). The entropy source typically consists of some physical quantity, such as
the noise in an electrical circuit, thiming of user processes (e.g., key strokes or mouse movements), or
the quantum effects in a semiconductor. Various combinations of these inputs may be used.

The outputs of an RNG may be used directly as a random number or may be fed into a pseudorandom
number generator (PRNG). To be used directly (i.e., without further processing), the output of any RNG
needs to satisfy strict randomness criteria as measured by statistical tests in order to determine that the
physical sources of the RNG inputs appeadoam. For example, a physical source such as electronic
noise may contain a superposition of regular structures, such as waves or other periodic phenomena,
which may appear to be random, yet are determined to beandom using statistical tests.

For cryptographic purposes, the output of RNGs needs to be unpredictable. However, some physical
sources (e.g., date/time vectors) are quite predictable. These problems may be mitigated by combining
outputs from different types of sources to use as the inputfRNG. However, the resulting outputs

from the RNG may still be deficient when evaluated by statistical tests. In addition, the production of
high-quality random numbers may be too time consuming, making such production undesirable when a
large quarity of random numbers is needed. To produce large quantities of random numbers,
pseudorandom number generators may be preferable.

1.1.4 Pseudorandom Number Generators (PRNGSs)

The second generator type is a pseudorandom number generator (PRNG). A PRNG aisapone

inputs and generates multiple Opseudorandom® numbers. Inputs to PRNGs aeedalledcontexts

in which unpredictability is needed, the seed itself must be random and unpredictable. Hence, by default,
a PRNG should obtain its seeds from dlputs of an RNG; i.e., a PRNG requires a RNG as a

companion.

The outputs of a PRNG are typically deterministic functions of the seed; i.e., all true randomness is
confined to seed generation. The deterministic nature of the process leads to tipséeor@ndom.O

Since each element of a pseudorandom sequence is reproducible from its seed, only the seed needs to be
saved if reproduction or validation of the pseudorandom sequence is required.

Ironically, pseudorandom numbers often appear to be modemathan random numbers obtained from
physical sources. If a pseudorandom sequence is properly constructed, each value in the sequence is
produced from the previous value via transformations that appear to introduce additional randomness. A
series of soh transformations can eliminate statistical azdgarelations between input and output. Thus,

the outputs of a PRNG may have better statistical properties and be produced faster than an RNG.

1.1.5 Testing

Various statistical tests can be applied to a sequenaempt to compare and evaluate the sequence to a
truly random sequence. Randomness is a probabilistic property; that is, the properties of a random
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sequence can be characterized and described in terms of probability. The likely outcome ofi statistica

tests, when applied to a truly random sequence, is known a priori and can be described in probabilistic
terms. There are an infinite number of possible statistical tests, each assessing the presence or absence of
a OpatternO which, if detected, wouldcimie that the sequence is nonrandom. Because there are so many
tests for judging whether a sequence is random or not, no specific finite set of tests is deemed Ocomplete.O
In addition, the results of statistical testing must be interpreted with somanchoaution to avoid

incorrect conclusions about a specific generator (see Section 4).

A statistical test is formulated to test a speaifitl hypothesis(HO). For the purpose of this document,

the null hypothesis under test is that the sequence bestey isandom Associated with this null

hypothesis is the alternative hypothesis (Ha), which, for this document, is that the sequence is not
random. For each applied test, a decision or conclusion is derived that accepts or rejects the null
hypothess, i.e., whether the generator is (or is not) producing random values, based on the sequence that
was produced.

For each test, a relevant randomness statistic must be chosen and used to determine the acceptance or
rejection of the null hypothesis. Undam assumption of randomness, such a statistic has a distribution of
possible values. A theoretical reference distribution of this statistic under the null hypothesis is
determined by mathematical methods. From this reference distributigtical value is determined

(typically, this value is "far out” in the tails of the distribution, say out at the 99 % point). During a test, a
test statistic value is computed on the data (the sequence being tested). This test statistic value is
compared to the critid value. If the test statistic value exceeds the critical value, the null hypothesis for
randomness is rejected. Otherwise, the null hypothesis (the randomness hypothesisjested (i.e.,

the hypothesis is accepted).

In practice, the reason thstitistical hypothesis testing works is that the reference distribution and the
critical value are dependent on and generated under a tentative assumption of randomness. If the
randomness assumption is, in fact, true for the data at hand, then thage=alttulated test statistic

value on the data will have a very low probability (e.g., 0.01 %) of exceeding the critical value.

On the other hand, if the calculated test statistic vddesexceed the critical value (i.e., if the low
probability event des in fact occur), then from a statistical hypothesis testing point of view, the low
probability event shouldot occur naturally. Therefore, when the calculated test statistic value exceeds
the critical value, the conclusion is made that the originahasson of randomness is suspect or faulty.
In this case, statistical hypothesis testing yields the following conclusions: rgjgendomness) and
accept H (nhonrandomness).

Statistical hypothesis testing is a conclusgameration procedure that hastpossible outcomes, either
accept H (the data is random) or accept (the data is noemnandom). The following 2 by 2 table relates
the true (unknown) status of the data at hand to the conclusion arrived at using the testing procedure.

CONCLUSION
TRUE SITUATION Accept H Accept H, (reject H)
Data is random (klis true) No error Type | error
Data is not random (Hs true) Type Il error No error

If the data is, in truth, random, then a conclusion to reject the null hypothesis (i.e., concltitke diasd

is nonrandom) will occur a small percentage of the time. This conclusion is called a Type | error. If the
data is, in truth, nomandom, then a conclusion to accept the null hypothesis (i.e., conclude that the data is
actually random) is calledBype Il error. The conclusions to acceptwhen the data is really random,

and to reject kiwhen the data is nerandom, are correct.
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The probability of a Type | error is often called theel of significanceof the test. This probability can
be sefprior to a test and is denoted!asFor the test, is the probability that the test will indicate that the
sequence is not random when it really is random. That is, a sequence appears to-raveonon
properties even when a OgoodO generator produced the sequence. Common valeegptdgriaphy

are about 0.01.

The probability of a Type Il error is denoted"asFor the test; is the probability that the test will

indicate that the sequence is random when it is not; that is, a ObadO generator produced a sequence that
appears tod&ve random properties. Unlike" is not a fixed valué'. can take on many different values
because there are an infinite number of ways that a data stream canrbedwm, and each different

way yields a different. The calculation of the Type Il errd is more difficult than the calculation bf

because of the many possible types of-rasrdomness.

One of the primary goals of the following tests is to minimize the probability of a Type Il error, i.e., to
minimize the probability of accepting a segae being produced by a generator as good when the
generator was actually bad. The probabilitiend" are related to each other and to the sipéthe

tested sequence in such a way that if two of them are specified, the third value is automatically
determined. Practitioners usually select a samplensirel a value for (the probability of a Type |

errorbthe level of significance). Then a critical point for a given statistic is selected that will produce the
smallest’ (the probability of a Typ Il error). That is, a suitable sample size is selected along with an
acceptable probability of deciding that a bad generator has produced the sequence when it really is
random. Then the cutoff point for acceptability is chosen such that the probabiéitgely accepting a
sequence as random has the smallest possible value.

Each test is based on a calculated test statistic value, which is a function of the data. If the test statistic
value isSand the critical value is then the Type | error prability is P(S>1t ||H, is true) =P(rejectH, |

Ho is true), and the Type Il error probabilityRéS! t ||H, is false) =P(acceptH, | Hois false). The test
statistic is used to calculatdPavaluethat summarizes the strength of the evidence agai@sull
hypothesis. For these tests, eRBetmlueis the probability that a perfect random number generator would
have produced a sequence less random than the sequence that was tested, given the kind of non
randomness assessed by the test.PHaluefor a test is determined to be equal to 1, then the sequence
appears to have perfect randomnesd?-VAalueof zero indicates that the sequence appears to be
completely norrandom. A significance levebf can be chosen for the tests.Pialue= «, then the

null hypothesis is accepted; i.e., the sequence appears to be randualué < ¢, then the null

hypothesis is rejected; i.e., the sequence appears to amsom. The parameterdenotes the

probability of the Type | error. Typicallyy is chosen in the range [0.001, 0.01].

¥ An! of 0.001 indicates that one would expect one sequence in 1000 sequences to be rejected by
the test if the sequence was random. Heiwalue# 0.001, a sequence would be considered to be

random with a confideze of 99.9%. For R-value< 0.001, a sequence would be considered to be non
random with a confidence of 99.9%.

¥ An! of 0.01 indicates that one would expect 1 sequence in 100 sequences to be rejéeted. A
value# 0.01 would mean that the sequenceildoe considered to be random with a confidence of 99%.
A P-value< 0.01 would mean that the conclusion was that the sequencetiamtm with a confidence

of 99%.

For the examples in this documentias been chosen to be 0.01. Note that, in masgs; the
parameters in the examples do not conform to the recommended values; the examples are for illustrative
purposes only.
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1.1.6 Considerations for Randomness, Unpredictability and Testing

The following assumptions are made with respect to random binargrsaes to be tested:

1. Uniformity: At any point in the generation of a sequence of random or pseudorandom

bits, the occurrence of a zero or one is equally likely, i.e., the probability of each is

exactly 1/2. The expected number of zeros (or one#2 jsvheren = the sequence
length.
2. Scalability: Any test applicable to a sequence can also be applied to subsequences

extracted at random. If a sequence is random, then any such extracted subsequence

should also be random. Hence, any extracted subseq should pass any test for
randomness.

3. Consistency: The behavior of a generator must be consistent across starting values

(seeds). Itis inadequate to test a PRNG based on the output from a single seed, or an

RNG on the basis of an output produdexin a single physical output.

1.2 Definitions

Term

Definition

Asymptotic Analysis

A statistical technique that derives limiting approximations for functiorn
of interest.

Asymptotic Distribution

The limiting distribution of a test statistic arising wheapproaches
infinity.

Bernoulli Random
Variable

A random variable that takes on the value of one with probapiltyd the
value of zero with probability-p.

Binary Sequence

A sequence of zeroes and ones.

Binomial Distribution

A random variablés binomially distributed if there is an integeand a
probabilityp such that the random variable is the number of successe
independent Bernoulli experiments, where the probability of success
single experiment ip. In a Bernoulli experiménthere are only two
possible outcomes.

Bit String

A sequence of bits.

Block

A subset of a bit string. A block has a predetermined length.

Central Limit Theorem

For a random sample of simdrom a population with measmand
varianceo?, the distribubn of the sample means is approximately norn
with meanu and variance®/n as the sample size increases.

Complementary Error
Function

See Erfc.

Confluent Hypergeometriq
Function

The confluent hypergeometric function is defined as

n - = #(b) 0/t a$11 b$asl
(ab;2) H@FD0S3) Z@t 1$1)**** dt,0<a<b.

Critical Value

The value that is exceeded by the test statistic with a small probability
(significance level). A "lookup" or calculated value of a test statistic (i.¢
a test statistic value) that, by construction, has a small probability of
occuring (e.g., 5 %) when the null hypothesis of randomness is true.

Cumulative Distribution
Function (CDF)F(X)

A function giving the probability that the random variaKles less than or
equal tox, for every value. That is,
F(X) =P(X! x).
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Entropy

A measure of the disorder or randomness in a closed system. The e
of uncertainty of a random variab¥ewith probabilitiesp;, E, p, is

defined to bed(X) = " | p, log p,.
i=1

Entropy Source

A physical source of information whose output eithppears to be
random in itself or by applying some filtering/distillation process. This
output is used as input to either a RNG or PRNG.

Erfc

The complementary error functi@nfc(z) is defined in Section 5.5.3. This
function is related to the normalfc

Geometric Random
Variable

A random variable that takes the valkj& nonnegative integer with
probability p“(1-p). The random variabbeis the number of successes
before a failure in an infinite series of Bernoulli trials.

Global Structure/Global
Value

A structure/value that is available by all routines in the test code.

igamc

The incomplete gamma functi@y(a,x) is defined in Section 5.5.3.

Incomplete Gamma
Function

See the definition for igamc.

Hypothesis (Alternative)

A statement Hthat ananalyst will consider as true (e.bl,: the sequence
is nonrrandom) if and when the null hypothesis is determined to be fal

Hypothesis (Null)

A statement,about the assumed default condition/property of the

observed sequence. For the purposehisfdocument, the null hypothesi
Hy is that the sequence is randomHy{fis in fact true, then the reference
distribution and critical values of the test statistic may be derived.

KolmogorowSmirnov Test

A statistical test that may be used to detemnifra set of data comes from
a particular probability distribution.

Level of Significance ¢)

The probability of falsely rejecting the null hypothesis, i.e., the probab
of concluding that the null hypothesis is false when the hypothesis is,
fact, true. The tester usually chooses this value; typical values are 0.(
0.01 or 0.001; occasionally, smaller values such as 0.0001 are used.
level of significance is the probability of concluding that a sequence is
nonrandom when it is in fact randor8ynonyms: Type | errogy error.

Linear Dependence

In the context of the binary rank matrix test, linear dependence refers
bit vectors that may be expressed as a linear combination of the linea
independent Abit vectors.

Maple An interactive omputer algebra system that provides a complete
mathematical environment for the manipulation and simplification of
symbolic algebraic expressions, arbitrary extended precision mathem
two- and threalimensional graphics, and programming.

MATLAB An integrated, technical computer environment that combines numeri

computation, advanced graphics and visualization, and a high level
programming language. MATLAB includes functions for data analysis
visualization; numeric and symbolic computation; eneiirey and
scientific graphics; modeling, simulation and prototyping; and
programming, application development and a GUI design.

Normal (Gaussian)
Distribution

A continuous distribution whose density function is given by

1 e
f(X;ll:():—,_Z)( —e !

parameters.

, Wherep ard " are location and scale
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P-value

The probability (under the null hypothesis of randomness) that the ch
test statistic will assume values that are equal to or worse than the
observed test statistic value when considering the null hygisthEneP-
valueis frequently called the Otail probability.O

Poisson Distribution ©3.8

Poisson distributions model (some) discrete random variables. Typic
a Poisson random variable is a count of the number of rare events thg
occur in a certainre interval.

Probability Density
Function (PDF)

A function that provides the "local" probability distribution of a test
statistic. From a finite sample siaga probability density function will bg
approximated by a histogram.

Probability Distribution

The assignment of a probability to the possible outcomes (realizations
a random variable.

Pseudorandom Number
Generator (PRNG)

A deterministic algorithnwhich, given a truly random binary sequence
lengthk, outputs a binary sequence of leng#» k which appears to be
random. The input to the generator is called the seed, while the outp
called a pseudorandom bit sequence.

Random Number
Generator (RNG)

A mechanism that purports to generate truly random data.

Random Binary Sequence

A sequ@ce of bits for which the probability of each bit being a O00 or
is I. The value of each bit is independent of any other bit in the sequg
i.e., each bit is unpredictable.

Random Variable

Random variables differ from the usual deterministic Yéeis (of science
and engineering) in that random variables allow the systematic
distributional assignment of probability values to each possible outcoi

Rank (of a matrix)

Refers to the rank of a matrix in linear algebra over GF(2). Having
reduced a ntax into row-echelon form via elementary row operations,
number of nonzero rows, if any, are counted in order to determine the
number of linearly independent rows or columns in the matrix.

Run An uninterrupted sequence of like bits (i.e., eitheratbes or all ones).

Seed The input to a pseudorandom number generator. Different seeds ger
different pseudorandom sequences.

SHA-1 The Secure Hash Algorithm defined in Federal Information Processin

Standard 184.

Standard Normal
Cumulative Distibution
Function

See the definition in Section 5.5.3. This is the normal function for mea
0 and variance = 1.

Statistically Independent
Events

Two events are independent if the occurrence of one event does not
the chances of the occurrencetlué other event. The mathematical
formulation of the independence of events A and B is the probability ¢
occurrence of both A and B being equal to the product of the probabil
of Aand B (i.e.P(A and B) = P(A)P(B)

Statistical Test (of a

A function of the data (binary stream) which is computed and used to

Hypothesis) decide whether or not to reject the null hypothesis. A systematic statig
rule whose purpose is to generate a conclusion regarding whether thg¢
experimenter should accept ojeret the null hypothesis 4

Word A predefined substring consisting of a fixed pattern/template (e.g., 01

0110).
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1.3 Abbreviations

Abbreviation Definition
ANSI American National Standards Institute
FIPS Federal Information Processing Standard
NIST National Institute of Standards and Technology
RNG Random Number Generator
SHA-1 Secure Hash Algorithm

1.4 Mathematical Symbols

In general, the following notation is used throughout this document. However, the tests in this document
have been designed and ddéised by multiple authors who may have used slightly different notation.

The reader is advised to consider the notation used for each test separate from that notation used in other
tests.

Symbol Meaning

[x/ The floor function of; for a given real pasve x, /x/= x-g, where/x/
is a noAnegative integer, aMli=sg < 1

a The significance level.

d The normalized difference between the observed and expected number of freqy
components. See Sections 2.6 and 3.6.

vy (obs): A measue of how well the observed values match the expected value. See Sec

V %y’ (obs) 2.11 and 3.11.

E[] The expected value of a random variable.

£ The original input string of zero and one bits to be tested.

& The " bit in the original sequenae

Ho The nul hypothesis; i.e., the statement that the sequence is random.

log(x) The natural logarithm of log(x) = logs(x) = In(x).

10G:(x) Defined as%, whereln is the natural logarithm.

M The number of bits in a substring (block) beiagted.

N The number oM-bit blocks to be tested.

n The number of bits in the stream being tested.

fq The sum of théog, distances between matchihgpit templates, i.e., the sum of the
number of digits in the distance betwdehit templates. SeeeBtions 2.9 and 3.9.

T 3.14159E unless defined otherwise for a specific test.

o The standard deviation of a random variablg &" 1 f(x)dx .

o The variance of a random variable = (standard devidtion)

Sobs The observed value which is usedaastatistic in the Frequency test.

S Then" partial sum for valueX; = {-1, +1}; i.e., the sum of the first values ofX.

2 The summation symbol.

D Standard Normal Cumulative Distribution Function (see Section 5.5.3).

§ The total number of ties that a given state occurs in the identified cycles. See
Section 2.15 and 3.15.

X The elements of the string consistingtdfthat is to be tested for randomness, whe

Xi = 28i-1.
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X The [theoretical] chsquare distribution; used as a test statistiso, a test statistic
that follows they? distribution.

x(0bs) The chisquare statistic computed on the observed values. See Sections 2.2, 2.
2.7,2.8,2.10, 2.12, 2.14, and the corresponding sections of Section 3.

Vi The expected number afns that would occur in a sequence of lengtimder an
assumption of randomness See Sections 2.3 and 3.3.

V,(0obs) The observed number of runs in a sequence of lang8ee Sections 2.3 and 3.3.
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2. Random Number Generation Tests

The NIST Test Suite ia statistical package consisting of 15 tests that were developed to test the
randomness of (arbitrarily long) binary sequences produced by either hardware or software based
cryptographic random or pseudorandom number generators. These tests focuseiy ef ehfferent

types of norrandomness that could exist in a sequence. Some tests are decomposable into a variety of
subtests. The 15 tests are:

The Frequency (Monobit) Test,

Frequency Test within a Block,

The Runs Test,

Tests for the.ongestRun-of-Ones in a Block,
The Binary Matrix Rank Test,

The Discrete Fourier Transform (Spectral) Test,
The Nonoverlapping Template Matching Test,
The Overlapping Template Matching Test,
Maurer's "Universal Statistical" Test,

10. The Linear Complexity Test,

11. The Serial Test,

12. The Approximate Entropy Test,

13. The Cumulative Sums (Cusums) Test,

14. The Random Excursions Test, and

15. The Random Excursions Variant Test.

CoNorONE

This section (Section 2) consists of 15 subsections subsection for each test. Each subsection provides
a high level description of the particular test. The corresponding subsections in Section 3 provide the
technical details for each test.

Section 4 provides a discussion of testing strategy anohtlrpretation of test results. The order of the
application of the tests in the test suite is arbitrary. However, it is recommended that the Frequency test
be run first, since this supplies the most basic evidence for the existencerahdomnessia

sequence, specifically, namiformity. If this test fails, the likelihood of other tests failing is high.

(Note: The most timeonsuming statistical test is the Linear Complexity test; see Sections 2.10 and
3.10).

Section 5 provides a user's gufde setting up and running the tests, and a discussion on program layout.
The statistical package includes source code and sample data sets. The test code was developed in ANSI
C. Some inputs are assumed to be global values rather than calling parameters.

A number of tests in the test suite havestandard normaland thechi-square (! %) as reference

distributions. If the sequence under test is in factraoiom, the calculated test statistic will fall in

extreme regions of the reference distributiome Ftandard normal distribution (i.e., the {slbped

curve) is used to compare the value of the test statistic obtained from the RNG with the expected value of
the statistic under the assumption of randomness. The test statistic for the standardisiitmoiibn is

of the formz = (x- u)/o, wherex is the sample test statistic value, anando” are the expected value

and the variance of the test statistic. THedistribution (i.e., a left skewed curve) is used to compare the

goodnesf-fit of the observed frequencies of a sample measure to the corresponding expected
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frequencies of the hypothesized distribution. The test statistic is of thel forritf ((oi "e )2/ei )

whereo; ande, are the observeahd expected frequencies of occurrence of the measure, respectively.

For many of the tests in this test suite, the assumption has been made that the size of the sequence length,
n, is large (of the order @0 10). For such large sample sizemphsymptotic reference distributions

have been derived and applied torganut the tests. Most of the tests are applicable for smaller values of

n. However, if used for smaller valuesmfthe asymptotic reference distributions would be inappropriate

and would need to be replaced by exact distributions that would comneodlifibult to compute.

Note: For many of the examples throughout Section 2, small sample sizes are used for illustrative
purposes only, e.gn,= 10. The normal approximation is not really applicable for these examples.

2.1 Frequency (Monobit) Test

2.1.1 Test Purp ose

The focus of the test is the proportion of zeroes and ones for the entire sequence. The purpose of this test
is to determine whether the number of ones and zeros in a sequence are approximately the same as would
be expected for a truly random sequentae test assesses the closeness of the fraction of ones to !, that

is, the number of ones and zeroes in a sequence should be about the same. All subsequent tests depend or
the passing of this test.

2.1.2 Function Call
Frequencyd), where:

n The length oftie bit string.
Additional input used by the function, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E , &,

2.1.3 Test Statistic and Reference Distribution

Sobs The absolute value of the sum of dwhere X; = 2¢ - 1 =+1) in the sequenadivided
by the square root of the length of the sequence.

The reference distribution for the test statistic is half normal (for l@rg@lote: Ifz (where
Z =8, /\/E see Section 3.1) is distributed as normal, theis flistributed as half normal.) If the

sequence is random, then the plus and minus ones will tend to cancel one another out so that the test
statistic willbe about 0. If there are too many ones or too many zeroes, then the test statistic will tend to
be larger than zero.

2.1.4 Test Description

D Conversion tat1: The zeros and ones of the input sequesicaré converted to values Bt and
+1 and are added togettto produceS | = X, + X, +---+X, , whereX; = 2¢ D1.
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For example, it = 101101010 thenn=10 andS, =1+ (-1)) + 1+ 1+ (1) +1+(-1) + 1 +
(D+1=2

S|

(2) Compute the test statistig,s = %

2
For the example in this sectiogys = L: .632455532.

J10
3) ComputeP-value :erfc(sfﬂ) , whereerfc is the complementary error function as defined in

V2

Section 5.5.3.

For the example in this sectidPvalue =erfc 632735532#: 0.527089.
% n

2.1.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israndom. Otherwise, conclude
that the sequence is random.

2.1.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 3 of Section 2.1.45i8.01 (i.e.P-value= 0.527089)the conclusion is
that the sequence is random.

Note that if theP-valuewere small (< 0.01), then this would be causedsglyor |s,,d being large.

Large positive values @&, are indicative of too many ones, aatge negative values &f are indicative
of too many zeros.

2.1.7 Input Size Recommendation
It is recommended that each sequence to be tested consist of a minimum of 100 bits 1D6),

2.1.8 Example

(input) €=11001001000011111101101010100010001000010102100
00001000110100110001001100011001100010100010111000

(input) n=100
(processing) Sipo= -16
(processing) Syps= 1.6

(output) P-value= 0.109599

(conclusion) SinceP-value= 0.01, accept the sequence as random.
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2.2 Frequency Test within a Block

2.2.1 Test Purpose

The focus of the test is the proportion of ones withibilblocks. The purpose of this test is to determine
whether the frequency of ones in anbil block is approximately M/2, as would be expected under an
assumption of randomness. Ftodk sizeM=1, this test degenerates to test 1, the Frequency (Monobit)
test.

2.2.2 Function Call
BlockFrequencyl,n), where:

M The length of each block.
n The length of the bit string.
Additional input used by the function, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E, &

2.2.3 Test Statistic and Reference Distribution

Xz(obs) A measure of how well thobserved proportion of ones within a giverbi
block match the expected proportion (1/2).

The reference distribution for the test statistic 9 distribution.

2.2.4 Test Description

Q) Partition the input sequence itb= g&: nonoverlapping blocks. Discard any unused bits.

For example, ih = 10, M = 3ande = 01100110103 blocks N = 3) would be created,
consisting 0011, 001 and 101 The final0 would be discarded.

M
! I#(i" DM+j

(2) Determine the proportios of ones in eacM-bit block usingthe equation; = ’:T

for1!i! N.
For the example in this sectiom, = 2/3, &, = 1/3, andmz = 2/3.

N
(3)  Compute th@8 statistic:y?(obs)=4 M| (- #)2

i=1

For the example in this sectio¥(obs) = 4x3 x % %7 + (];é }é) + % %7 f=1.
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4) ComputeP-value= igamc (N/2, x*(obs)/2 , whereigamcis the incomplete gamma function for
Q(a,X) as defined irsection 5.5.3

Note: When comparing this section against the technical description in Section 3.2, note that
Q(a,x) = kP(a,x)

. . . . 31
For the exeplein this sectionP-value mgamc% ,5#:0.801252.

2.2.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israndom. Otherwise, conclude
that the sequence is random.

2.2.6 Conclusion and Interpre tation of Results

Since theP-valueobtained in step 4 of Section 2.2.45i8.01 (i.e.P-value= 0.801252), the conclusion is
that the sequence is random.

Note that smalP-values(< 0.01) would have indicated a large deviation from the equal propaoition
ones and zeros in at least one of the blocks.

2.2.7 Input Size Recommendation

It is recommended that each sequence to be tested consist of a minimum of 100 hits{D€, Note
thatn = MN. The block sizé/ should be selected such tihat= 20, M > .01ln andN < 100

2.2.8 Example

(input) €=11001001000011111101101010100010001000010110100011
00001000110100110001001100011001100010100010111000

(input) n=100

(input) M=10
(processing) N=10
(processing) x*=7.2

(output) P-value= 0.706438

(conclusion) SinceP-value= 0.01, accept the sequence as random.

2.3 Runs Test

2.3.1 Test Purpose

The focus of this test is the total number of runs in the sequence, where a run is an uninterrupted sequence
of identical bits. A run of lengtk consists of exactlitidentical bits and is bounded before and after with

a bit of the opposite value. The purpose of the runs test is to determine whether the number of runs of
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ones and zeros of various lengths is as expected for a random sequence. In particuladeataesnises
whether the oscillation between such zeros and ones is too fast or too slow.

2.3.2 Function Call
Runs(), where:

n The length of the bit string.
Additional inputs for the function, but supplied by the testing code:

# The sequence of bits as geated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E, &

2.3.3 Test Statistic and Reference Distribution

Vn(obs): The total number of runs (i.e., the total number of zero runs + the totabnwinb
oneruns) across ah bits.

The reference distribution for the test statistic 98 distribution.

2.3.4 Test Description
Note: The Runs test carries out a Frequency test as a prerequisite.

| "

(1) Compute the préest proportionr of ones in the input seence:# = — j :
n

For example, it = 100110101 1thenn=10 andr = 6/10 = 3/5.

(2) Determine if the prerequisite Frequency test is passed: If it can be sho»fm-%ajt#! , then the

Runs test need not be performed (ilee, test should not have been run because of a failure to
pass test 1, the Frequency (Monobit) test). If the test is not applicable, thiemaheis set to

0.0000. Note that for this test,:% has been prdefined in the test code.

For the example in this section, sirrce%/ﬁ! 063246, then|z - 1/2| = | 3/5D1/2 | = 0.1 <7,

and the test is not run.

Since the observed valueis within the selected bounds, the runs test is applicable.

3) Compute the test StatiST/i,C(obs):rTlr(kHl, wherer(k)=0 if &= &1, andr(k)=1 otherwise.
k=1

Sincee=10011010 11, then

Vio(0bs)=(1+0+1+0+1+1+1+1+0)+1=7.

(4)  ComputeP-value =erfc§V"(0bS)l 2n((1 ()Hi#.
Yo

Nan(( ()
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For the example?-value :erfc% % 3 % 3 1= 0.147232.
Sox2vi0xo vy of!
8 5 06 5"h

2.3.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israndom. Otherwise, conclude
that the sequence is random.

2.3.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 4 of Section 23s$ 0.01 (i.e.P-value= 0.147232), the conclusion is
that the sequence is random.

Note that a large value fof,(obs)would have indicated an oscillation in the string which is too fast; a

small value would have indicated that the oscillation isstow. (An oscillation is considered to be a

change from a one to a zero or vice versa.) A fast oscillation occurs when there are a lot of changes, e.g.,
010101010 oscillates with every bit. A stream with a slow oscillation has fewer runs than would be
expected in a random sequence, e.g., a sequence containing 100 ones, followed by 73 zeroes, followed by
127 ones (a total of 300 bits) would have only three runs, whereas 150 runs would be expected.

2.3.7 Input Size Recommendation
It is recommended that each seqoe to be tested consist of a minimum of 100 bits Ki.2100.

2.3.8 Example

(input) €=11001001000011111101101010100010001000010110100011
00001000110100110001001100011001100010100010111000

(input) n=100

(input) t=0.02
(processing) w=0.4
(processing) Vy(obs)= 52
(output) P-value= 0.500798

(conclusion) SinceP-value= 0.01, accept the sequence as random.

2.4 Test for the Longest Run of Ones in a Block

2.4.1 Test Purpose

The focus of the test is the longest run of ones withibitMblocks. The purpose of this test is to

determine whether the length of the longest run of ones within the tested sequence is consistent with the
length of the longest run of ones that would be expected in a random sequence. Note that an irregularity in
the expectedength of the longest run of ones implies that there is also an irregularity in the expected

length of the longest run of zeroes. Therefore, only a test for ones is necessary. See Section 4.4.
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2.4.2 Function Call
LongestRunOfOnenj, where:

n The length of th bit string.
Additional input for the function supplied by the testing code:

The sequence of bits as generated by the RNG or PRNG being tested; this exists as a global structure at
the time of the function calk = ¢, &, E , &,

M The length of eachlock. The test code has been-pet to accommodate three values for
M: M = 8, M = 128and M =10" in accordance with the following values of sequence
length,n:

Minimum n | M
128 8
6272 128
750,000 | 10
N The number of blocks; selected in accordanitk the value oM.

2.4.3 Test Statistic and Reference Distribution

x*(obs): A measure of how well the observed longest run length withbit blocks
matches the expected longest length witibit blocks.

The reference distribution for the test statistia 98 distribution.

2.4.4 Test Description
D Divide the sequence intd-bit blocks.

(2) Tabulate the frequenciagsof the longest runs of ones in each block into categories, where each
cell contains the number of runs of ones of a given length.

For the values dfl supported by the test code, theells will hold the following counts:

Vi M=8 M =128 M=10"
Vo 11 1 4 ! 10
A 2 5 11
Vo 3 6 12
V3 $4 7 13
Vs 8 14
Vs $9 15
Ve $ 16

For an example, see Section 2.4.8.
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(vi" N# )2

K
3) Compute$2(obs) = | , Where the values for, are provided in Section 3.4. The

izo  N#
values of K and N are determined by the value of M in accordance with the following table:
M K N
8 3 16
128 | 5 49
10' | 6 | 75

For the example of 2.4.8,
bs) = (4! 16(.2148))? (9! 16(.3672))? L (3! 16(.2305))? , (0! 16(.1875))?
16(.2148) 16(.3672) 16(.2305 16(.1875)

"2 = 4.88260¢

(o

' ?(obs)#

4) ComputeP-value=igamc §5 -
/02 2 f

For the example?-value :igamcé @5‘#: 0.180598.

2.4.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israodom. Otherwise, conclude
that the sequemrcis random.

2.4.6 Conclusion and Interpretation of Results

For the example in Section 2.4.8, since theaRie$ 0.01 P-value=0.180609) the conclusion is that the
sequence is random. Note that large valugg(abs)indicate that the tested sequence hasters of
ones.

2.4.7 Input Size Recommendation

It is recommended that each sequence to be tested consists of a minimum of bits as specified in the table
in Section 2.4.2.

2.4.8 Example
For the case whetle¢ = 3 andM = 8;:

(input) #=1100110000010101011011000100111010000000000001001
00110101010001000100111101011010000000110101111100
1100111001101101100010110010

(input) n=128

(processing) Subblock Max-Run Subblock Max-Run
11001100 2 00010101 1)
01101100 2 01001100 2
11100000 3 00000010 1)
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01001101  (2) 01010001 (1)
00010011  (2) 11010110  (2)
10000000 (1) 11010111  (3)
11001100  (2) 11100110  (3)
11011000  (2) 10110010  (2)

(processing) vo=4;v1=9; v, = 3; v,= 0; * = 4.882457
(output) P-value = 0.180609

(conclusion)  Since theP-valueis $ 0.01, accept the sequence as random.

2.5 Binary Matrix Rank Test

2.5.1 Test Purpose

The focus of the test is the rank of disjointsuéatrices of the eite sequence. The purpose of this test is
to check for linear dependence among fixed length substrings of the original sequence. Note that this test
also appears in the DIEHARD battery of tests [7].

2.5.2 Function Call
Rankg), where:

n The length of the bistring.
Additional input used by the function supplied by the testing code:

The sequence of bits as generated by the RNG or PRNG being tested; this exists as a global structure at
the time of the function calk = ¢, &, E , &

M The number of rowm each matrix. For the test suidd,has been set to 32. If other
values ofM are used, new approximations need to be computed.

Q The number of columns in each matrix. For the test Qitegs been set to 32. If other
values ofQ are used, new approxiti@ns need to be computed.

2.5.3 Test Statistic and Reference Distribution

x(obs) A measure of how well the observed number of ranks of various orders match the
expected number of ranks under an assumption of randomness.

The reference distribution for the tesatistic is @4 distribution.

2.5.4 Test Description

# !
Q) Sequentially divide the sequence iMeQ-bit disjoint blocks; there will exisN = # 1 such
#MQ
blocks. Discarded bits will be reported as not being used in the computation within each block.
Collect theMxQ bit segments int¥ by Q matrices. Each row of the matrix is filled with
successiv&)-bit blocks of the original sequenee

2-10
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(@)

3)

(4)

(5)

For example, ih =20, M = Q = 3, ande = 0101100100101010110then partition the stream

intoN :%5. = 2 matrices of cardinalitim¥Q (3¥3 = 9). Note that the last two bits (0 and 1)

0 10 0 10
will be discarded. The two matrices ate 1 0 and|1 O . Note that the first matrix
0 10 0 1

consists of the first three bits in rowthe second set of three bits in row 2, and the third set of
three bits in row 3. The second matrix is similarly constructed using the next nine bits in the
sequence.

Determine the binary rankR ) of each matrix, wheré =1,...,N . The method for determining
the rank is described in Appendix A.

For the example in this section, the rank of the first matrix B 2 @), and the rank of the
second matrix is 3R, = 3).

Let Fy = the number of matrices witR, = M (full rank),

Fm-1 = the number of matrices witR, = M-1 (full rank- 1),
NBFy - Fy1 = the number of matrices remaining.

For the example in this sectidhy = F3= 1 (R, has the full rank of 8 Fy..= F, =1 (R, has rank
2), and no matrix has any lower rank.

Compute

"2 (obsg =

(F, ! 0.2888N)? G 0.5776N)? LJNUFR TRy, 0.1336N)?
0.2888N 0.5776N 0.1336N '

For the example in this section,
(! 02888¥2f (1! 05776¥2f (2! 1! 1! 0.1336¥2)

"2(obs) = = 0.596953.
0.2888¥2 0.5776¥2 0.1336¥2
ComputeP " value=e€"' 9’2 Since there are 3 classes in the examplePauefor the
2
example is equal ttgamc(l @) )

o . 0.59695%
For the example in this sectidPvalue = e 2 = 0.741948.

2.5.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israndom. Otherwise, catude
that the sequence is random.

2-11
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2.5.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 5 of Section 2.5.45i6.01 P-value= 0.741948), the conclusion is that
the sequence is random.

Note that large values of2(obs) (and hence, smaf-value3 would have indicated a deviation of the
rank distribution from that corresponding to a random sequence.

2.5.7 Input Size Recommendation

The probabilities foM = Q = 32 have been calculated and inserted into the test code. @ithiees of

M andQ may be selected, but the probabilities would need to be calculated. The minimum number of
bits to be tested must be such that38MQ(i.e., at least 38 matrices are created). Nfer Q = 32, each
sequence to be tested should corfist minimum of 38,912 bits.

2.5.8 Example
(input) ¢ = the first 100,000 binary digits in the expansiom of

(input) n=100000M =Q =32 (NOTE: 672 BITS WERE DISCARDED.)
(processing) N =97

(processing) Fy=23,Fy.1 =60, NDFRyDFy.= 14

(processiny  x* = 1.2619656

(output) P-value= 0.532069

(conclusion) SinceP-value= 0.01, accept the sequence as random.

2.6 Discrete Fourier Transform (Spectral) Test

2.6.1 Test Purpose

The focus of this test is the peak heights in the Discrete Fourier Transform efjtlense. The purpose

of this test is to detect periodic features (i.e., repetitive patterns that are near each other) in the tested
sequence that would indicate a deviation from the assumption of randomness. The intention is to detect
whether the numberf peaks exceeding the 95 % threshold is significantly different than 5 %.

2.6.2 Function Call
DiscreteFourierTransformy, where:

n The length of the bit string.
Additional input used by the function, but supplied by the testing code:

# The sequence of bitss generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E , &,

2-12
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2.6.3 Test Statistic and Reference Distribution

d: The normalized difference between the observed and the expected numbéguefify
components that are beyond the 95 % threshold.

The reference distribution for the test statistic is the normal distribution.

2.6.4 Test Description

(1)

(2)

3)

(4)

(5)

(6)

(7)

(8)

The zeros and ones of the input sequencaré converted to values ®f and +1 to create the
sequenc = Xy, %, E, Xn, Wherex = 2¢ D1.

For example, ih = 10ande =1001010011thenX=1,-1,-1,1,-1,1,-1,-1,1, 1
Apply a Discrete Fourier transform (DFT) on X to produ&e= DFT(X) A sequence of
complex variables is produced which reqmets periodic components of the sequence of bits at

different frequencies (see Section 3.6 for a sample diagram of a DFT result).

CalculateM = modulus(S« S|, whereS«is the substring consisting of the firg elements in
S and the modulus fution produces a sequence of peak heights.

" %
ComputeT = 1/%09%5'8? = the 95 % peak height threshold value. Under an assumption of

randomness, 95 % of the values obtained from the test should not &xceed

ComputeN, = .95n/2 Ny is the expectitheoretical (95 %) number of peaks (under the
assumption of randomness) that are less than

For the example in this sectidN; = 4.75.
ComputeN; = the actual observed number of peaklithat are less thah

For the example in this sectiax; = 4.

Computed = (N, " No) :
\n(.95(.05/4
— . (4-4.75
For the example in this sectiod,= =-2.176429.

1/10(.95)(.05)/4

ComputeP-value = erfﬁgﬂlﬁ
/2
. 2.17642%0

For the example in this sectidprvalue = erfW'&: 0.029523.

2-13
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2.6.5 Decision Rule (atthe 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israndom. Otherwise, conclude
that the sequence is random.

2.6.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 8 of Section 2.6.45i6.01 (Rvalue= 0.029523), the conclusion is that
the sequence is random.

A dvalue that is too low would indicate that there were too few peaks (< 95%) betmd too many
peaks (more than 5%) aboVe

2.6.7 Input Size Recommendation
It is recommended that each sequemndeet tested consist of a minimum of 1000 bits (ne=,1000.

2.6.8 Example

(input) €=11001001000011111101101010100010001000010110100011
00001000110100110001001100011001100010100010111000

(input) n=100
(processing) N; =46
(processing) No=47.5
(processing) d=-1.376494
(output) P-value= 0.168669

(conclusion) SinceP-value= 0.01, accept the sequence as random.

2.7 Non-overlapping Template Matching Test

2.7.1 Test Purpose

The focus of this test is the number of occurrences ofspeeified targt strings. The purpose of this
test is to detect generators that produce too many occurrences of a giyariodit (aperiodic) pattern.
For this test and for the Overlapping Template Matching test of Section 2rBbiamvindow is used to
search for specific mbit pattern. If the pattern %ot found, the window slides one bit position. If the
patternis found, the window is reset to the bit after the found pattern, and the search resumes.

2.7.2 Function Call
NonOverlappingTemplateMatching(n)

m The length in bits of each template. The template is the target string.
n The length of the entire bit string under test.

Additional input used by the function, but supplied by the testing code:

2-14
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# The sequence of bits as generated by the RNG or PRNG bsied; tiis exists as a
global structure at the time of the function calk &, &, E, &

B Them-bit template to be matcheB;is a string of ones and zeros (of lengdhwhich is
defined in a template library of ngreriodic patterns contained withihe test code.

M The length in bits of the substring ofo be tested.
N The number of independent blockd.has been fixed at 8 in the test code.

2.7.3 Test Statistic and Reference Distribution

x*(obs) A measure of how well the observed number of tereplititsO matches the
expected number of template OhitsO (under an assumption of randomness).

The reference distribution for the test statistic isytheistribution.

2.7.4 Test Description
D Partition the sequence intbindependent blocks of lengih.

For example, ife = 1010010010111001011ehenn = 20. If N = 2 andM = 10, then the two
blocks would be 1010010010 and 1110010110.

(2) LetW, (j =1, E, N) be the number of times thBt(the template) occurs within the block j. Note
thatj = 1,E,N. The searchdr matches proceeds by creatingnabit window on the sequence,
comparing the bits within that window against the template. If therensatch, the window
slides over one bit , e.g.,nfi = 3and the current window contains bits 3 to 5, then the next
window will contain bits 4 to 6. If thelig a match, the window slides ovwarbits, e.g., if the
current (successful) window contains bits 3 to 5, then the next window will contain bits 6 to 8.

For the above example,rif = 3 and the templat® = 001, hen the examination proceeds as

follows:
Block 1 Block 2

Bit Positions Bits W, Bits W,
1-3 101 0 111 0
2-4 010 0 110 0
35 100 0 100 0
4-6 001 (hit) Incrementto 1 001 (hit) Incrementto 1
57 Not examined Not examined
6-8 Not examined Not exanined
7-9 001 Increment to 2 011 1
8-10 010 (hit) 2 110 1

Thus,W; = 2, and\W, = 1.

3) Under an assumption of randomness, compute the theoreticalraearnvariancer:

. oo &L, 2m' 14
w= (M-m+1)/2" ( —M?/a—m STRe

2-15
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For the example in this sectiom= (103+1)/23 =1,ando? =10 (i—ﬁ) =0.46875.

N (W
(4)  Compute$?(obs)= | (N’—zﬂ)z
=1 #

Qriy+(! 1)2: 140 _ 5 133333,

For the example in this sectiofi,*(0bs) =
0.46875 0.46875

.2
() ComputeP-value=igamc gﬁ (Obs){#
$2 2

oneP-value will be computed for each template. For= 9, up to 148°-valuesmay be
computed; fom = 10, up to 284P-valuesmay be computed.

. Note that multipld>-valueswill be computed, i.e.,

For the example in this sectidPvalue :igamc% @3‘&: 0.344154.

2.7.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israodom. Otherwise, conclude
that the sequence is random.

2.7.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 5 of Section 2.7.45i6.01 (Rvalue = 0.344154)he conclusion is that
the sequence is random.

If the P-valueis very small (< 0.01), then the sequence has irregular occurrences of the possible template
patterns.

2.7.7 Input Size Recommendation

The test code has been written to provide templatas for2, 3E,10. Itis recommended that = 9or

m = 10be specified to obtain meaningful results. Althodbh 8 has been specified in the test code, the
code may be altered to other sizes. Howe\eshould be chosen such tink 100to be assured that the
P-valuesare valid. Additionally, be sure thit> 0.01 ¢ nandN = /n/M/.

2.7.8 Example
For a templat® = 000000001 whose sizeris= 9:

(input) ¢ = 2°° bits produced by the SHA-1 generatdr
(input) n = 2°°, B = 000000001
(processing) u = 255.984375%ndo’= 247.499999

(processing) W; = 259 W, = 229 W, = 271, W, = 245, W= 272, W= 262;
W, = 259; andW; = 246

! Defined in Federal Information Processing Standard (FIPSP186

2-16
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(processing)  x’(obs) = 5.999377

(output) P-value = 0.647302

(conclusion) Since theP-value= 0.01, accept the sequence as random.

2.8 Overlappin g Template Matching Test

2.8.1 Test Purpose

The focus of the Overlapping Template Matching test is the number of occurrencespégified target
strings. Both this test and the Nowmerlapping Template Matching test of Section 2.7 use-ait

window to seath for a specifien-bit pattern. As with the test in Section 2.7, if the pattemotdound,

the window slides one bit position. The difference between this test and the test in Section 2.7 is that
when the patteris found, the window slides only onet lbiefore resuming the search.

2.8.2 Function Call
OverlappingTemplateMatchingy,n)

m The length in bits of the templaisn this case, the length of the run of ones.
n The length of the bit string.
Additional input used by the function, but supplied bytdsing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E, &

B Them-bit template to be matched.

K The number of degrees of freedoii.has leen fixed at 5 in the test code.

M The length in bits of a substring ofo be testedM has been set to 1032 in the test code.
N The number of independent blocksofN has been set to 968 in the test code.

2.8.3 Test Statistic and Reference Distribution

x(obs) A measure of how well the observed number of template OhitsO matches the expected
number of template OhitsO (under an assumption of randomness).

The reference distribution for the test statistic isyheistribution.

2.8.4 Test Description
D Partifon the sequence intd independent blocks of lengih.

For example, it =1011101110010110100111001011011111000101101001thenn = 50.
If K=2, M =10andN = 5,then the five blocks ar£011101111, 0010110100, 0111001011,
1011111000and01011@001 .
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2) Calculate the number of occurrence®ah each of théN blocks. The search for matches
proceeds by creating ambit window on the sequence, comparing the bits within that window
againstB and incrementing a counter when there is a mattie window slides over one bit after
each examination, e.g.,if = 4 and the first window contains bits 42 to 45, the next window
consists of bits 43 to 46. Record the number of occurrend@madach block by incrementing
an array; (wherei = 0,E5), such thaty, is incremented when there are no occurrencésinfa
substringy; is incremented for one occurrenceBpEand vs is incremented for 5 or more
occurrences oB.

For the above example,rif= 2 andB = 11, then the examination of the fitdock (1011101111)
proceeds as follows:

Bit Positions Bits No. of occurrences o8B =11
1-2 10 0
2-3 01 0
34 11 (hit) Increment to 1
4-5 11 (hit) Increment to 2
5-6 10 2
6-7 01 2
7-8 11 (hit) Increment to 3
8-9 11 (hit) Increment to 4
9-10 11 (ht) Incrementto 5

Thus, after block 1, there are five occurrences of/lik, incremented, angy = 0,v; = 0,v,= 0,
vz =0,v, =0, andvs = 1.

In a like manner, blocks-2 are examined. In block 2, there are 2 occurrences of id ;
incrementedln block 3, there are 3 occurrences of\klis incremented. In block 4, there are 4
occurrences of 11 is incremented. In block 5, there is one occurrence of;1ig;incremented.

Thereforeyg=0,vi=1,w =1, s = 1,v4= 1, vs= 1 after dlblocks have been examined.

3) Compute values fot and 7 that will be used to compute the theoretical probabilities
corresponding to the classesvgf
A=(M-m+1)/2" n=AM2.

For the example in this sectioh= (10-2+1)/2°= 2.25,andn = A/2=1.125.

(Vi " N#; )2
N—' wherem,= 0.364091 ;= 0.185659 7, = 0.139381 75

(4) Compute $2(0obs) = !5
i=0 i

=0.100571,= 0.070432andms = 0.139865as specified in Section 3.8.

For the example in this section, the values;afere recomputed, since the exdengoesnOt fit

the requirements stated in Section 2.8.7. The example is intended only for illustration. The values
of m are:m= 0.324652,m, = 0.182617 1, = 0.142670,13= 0.1066457,= 0.077147 and s =

0.166269.

2-18



A STATISTICAL TEST SUITE FOR RANDOM AND PSEUDORANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS

_ (0! 5¥0.324659 _ (1! 5¥0.18261%° (1! 5¥0.142670%

"2(obs)
5¥0.324652 5¥0.182617 5¥0.142670
| Z [ | 2
(1! 5¥0.10664%" (1! 5¥0.077147% (1! 5¥0.16626%° _ 3167796,
5¥0.106645 5¥0.077147 5¥0.166269
2
(5) ComputeP-value=igamc E@)

For the example in this sectidPvalue =igamc§§,@f =0.274932.

2.8.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the seqce is nomandom. Otherwise, conclude
that the sequence is random.

2.8.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 4 of Section 2.8.45i6.01 P-value= 0.274932), the conclusion is that
the sequence is random.

Note that ér the 2bit template B = 11), if the entire sequence had too mait2uns of ones, then: 1)
vs would have been too large, 2) the test statistic would be too large,Bytieewould have been
small (< 0.01) and 4) a conclusion of AIGmdomness wadd have resulted.

2.8.7 Input Size Recommendation

The values oK, M andN have been chosen such that each sequence to be tested consists of a minimum
of 1¢ bits (i.e.,n = 1F). Various values aih may be selected, but for the time being, NIST recommends
m =9 orm =10. If other values are desired, please choose these values as follows:

n=MN.

N should be chosen so théte (ming) > 5.

A=(M-m+1)/2" =2

m should be chosen so that=log, M

ChooseK so thatk = 2A. Note that ther values would neeatbe recalculated for values of

K other than 5.

KK K K K

2.8.8 Example
(input) ¢ = the binary expansion efup to 1,000,000 bits

(input) n=1000000B = 111111111

(processing) vy =329 vy =164, v, = 150; vs= 111; v4= 78; andvs= 136
(processing)  x*(obs) =8.965859

(output) P-value = 0.110434

(conclusion) Since theP-value= 0.01, accept the sequence as random.
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2.9 MaurerOs OUniversal StatisticalO Test

2.9.1 Test Purpose

The focus of this test is the number of bits between matching patterns (a measure Hiatisoréhe

length of a compressed sequence). The purpose of the test is to detect whether or not the sequence can be
significantly compressed without loss of information. A significantly compressible sequence is

considered to be nerandom.

2.9.2 Function Cal |
Universal(, Q, n, where

L The length of each block. Note: the use of L as the block size is not consistent with the
block size notationM) used for the other tests. However, the use of L as the block size
was specified in the original source of Mas test.

Q The number of blocks in the initialization sequence.
n The length of the bit string.
Additional input used by the function, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; thasexists
global structure at the time of the function calk &, &, E, &

2.9.3 Test Statistic and Reference Distribution

fo: The sum of thdog, distances between matchibgit templates, i.e., the sum of the number of
digits in the distance betweérbit templates.

The reference distribution for the test statistic is the-taifnal distribution (a onsided variant of the
normal distribution) as is also the case for the Frequency test in Section 2.1.

2.9.4 Test Description

D Then-bit sequenceg] is partitiond into two segments: an initialization segment consisting of
L-bit non-overlapping blocks, and a test segment consistirkglebit nonoverlapping blocks.
Bits remaining at the end of the sequence that do not form a corbfdétblock are discarded.
The firstQ blocks are used to initialize the test. The remailfifdocks are the test blockis £

[nIL] - Q).
Initialization Segment Test Segment
«—— O bits » < Kx [ bits——»€-Discard -»
| Z-bits | Z-bits | ... | L-bits | Z-bits | L-bits | L-bits | ... | Z-bits | L-bits |
« % bits »
«—— (O Blocks > K Blocks >
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(@)

3)

For example, it =0101101001110101011thenn = 20. If L = 2 andQ = 4, thenK = /n/L/ -
Q =/20/2/ - 4 = 6. The initialization segent is 01011010; the test segment is 011101010111.
TheL-bit blocks are shown in the following table:

Block Type Contents
01
Initialization 01
Segment 10
10
01
Test Segment 11
01
01
01
11

Blojw~Nlolals|wine

Using the initializathn segment, a table is created for each poskibievalue (i.e., the-bit
value is used as an index into the table). The block number of the last occurrencelelbitach
block is noted in the table (i.e., Foirom 1 to Q, Tj= i, wheregj is the decanal representation of
the contents of thé'iL-bit block).

For the example in this section, the following table is created using the 4 initialization blocks.

Possiblel -bit Value
00 01 10 11
(saved inTy) | (savedinT;) | (savedinT,) | (saved inTs)
I nitialization 0 2 4 0

Examine each of thi€ blocks in the test segment and determine the number of blocks since the
last occurrence of the sarhebit block (i.e.,i BT;). Replace the value in the table with the
location of the current block (i.€T;= i). Add the calculated distance betweeceurrences of

the same.-bit block to an accumulatingg, sum of all the differences detected in kblocks
(i.e.,sum = sum + log(i BT)).

For the example in this section, the table and the cumulatmeasi developed as follows:

For block 5 (the % test block): 5 is placed in the 0010 row of the tableTgeand
sum=log(5-2) = 1.584962501.

For block 6: 6 is placed in the 0110 row of the tableTg)eandsum = 1.584962501 +
log,(6-0) = 1584962501 + 2.584962501 = 4.169925002.

For block 7: 7 is placed in the 0010 row of the tableTgeandsum = 4.169925002 +
log,(7-5) = 4.169925002 + 1 = 5.169925002.

For block 8: 8 is placed in the 0010 row of the tableTgeandsum = 5169925002 +
log(8-7) = 5.169925002 + 0 = 5.169925002.

For block 9: 9 is placed in the 0010 row of the tableTgeandsum = 5.169925002 +
l0gy(9-8) = 5.169925002 + 0 = 5.169925002.
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For block 10: 10 is placed in the 0110 row of the tablélg.eandsum = 5.169925002
+10g5(10-6) = 5.169925002 + 2 = 7.169925002.

The states of the table are:

Iteration PossiblelL-bit Value
Block 00| 01] 10| 11
4 0 2 4 0
5 0 5 4 0
6 0 5 4 6
7 0 7 4 6
8 0 8 4 6
9 0 9 4 6
10 0 9 4 10

Q+K
(4) Compute the testtatistic: f, =— 1 logy(i " Tj ), whereT; is the table entry corresponding to
i=Q+1

the decimal representation of the contents of'thebit block.

For the example in this sectioffi,, = W‘ =1.1949875.

epr/%t?d\Aae( L)If, whereerfc is defined in Section 5.5.3, and

expectedValue(LAndo are taken from a table of precomputed valgsse the table below).
Under an assumption of randomness, the sample ragpectedValue(l.)s the theoretical
expected value adhe computed statistic for the giverbit length. The theoretical standard

, . 13/L
deviation is given by :c‘/w wherec=071 28 4 0g 328K "~
K L & L# 15

(5) ComputeP-value =erfc§bfn

L | expectedValue| variance L expectedValue| variance
6 5.2177052 2.954 12 11.168765 3.401
7 6.196207 3.125 13 12.168070 3.410
8 7.1836656 3.238 14 13.167693 3.416
9 8.1764248 3.311 15 14.167488 3.419
10 9.1723243 3.356 16 15.167379 3.421
11 10.170032 3.384

For the example in this sectid®value =erfc |1'1949875_ 1'5374384; = 0.767189. Mte
| J2J1338 |

that the expected value and variancelfer2 are not provided in the above table, since a block of
length two is not recommended for testing. However, this valule ibeasy to use in an

2 From the Bandbook of Applied Cryptography.O
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example. The value for the expected value and variancedaate wherk = 2, although not
shown in the above table, were taken from the indicated reférence

2.9.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israodom. Otherwise, conclude
that the sequenceiiandom.

2.9.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 5 of Section 2.9.45i8.01 (Rvalue = 0.767189), the conclusion is that
the sequence is random.

Theoretical expected values fgthave been computed as shown in theetabbktep (5) of Section 2.9.4.
If f, differs significantly fromexpectedValue(l.then the sequence is significantly compressible.

2.9.7 Input Size Recommendation

This test requires a long sequence of liits (Q + K)L) which are divided into two segmentsLebit
blocks, wherd. should be chosen so thak L < 16. The first segment consists@finitialization blocks,
whereQ should be chosen so tHat= 10 « 2. The second segment consist¥akst blocks, wher =
/nIL]- Q ~1000° 2". The values of, Q andn should be chosen as follows:

n L | Q=102"
> 387,840 6 640
>904,960 7 1280
> 2,068,480 8 2560
> 4,654,080 9 5120

=10,342,400 | 10 10240
=22,753,280 | 11 20480
=49,643,520 | 12 40960
=107,560,960 | 13 81920
=231,669,760 | 14 163840
=496,435,200 | 15 327680
=1,059,061,760| 16 655360

2.9.8 Example

(input) ¢ = A binary string constructed using&HA-1*
(input) n=1048576L = 7,Q = 1280
(note) Note: 4 bits are discarded.

(processing) ¢=0.591311,0=0.002703, K = 148516, sum = 91990233020
(processing) f, =6.194107, expectedValue = 6.19626% 3.125

(output) P-value= 0.427733

3 From the Bandbook of Applied Cryptogpay.O
* Defined in FIPS 18@.
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(conclusion)  SinceP-value= 0.01, accept the sequence as random.

2.10 Linear Complexity Test

2.10.1 Test Purpose

The focus of this test is the length of a linessedback shift register (LFSR). The purpose of this test is to
determine whether or not the sequence is complex enough to be considered random. Random sequences
are characterized by longer LFSRs. An LFSR that is too short impliesandomness.

2.10.2 Function Call
LinearComplexityi, n), where:

M The length in bits of a block.
n The length of the bit string.
Additional input used by the function, but supplied by the testing code:

£ The sequence of bits as generated by the RNG or PRNG being testegistisiais a
global structure at the time of the function calk &, &, E, &

K The number of degrees of freeddf;:= 6 has been hard coded into the test.

2.10.3 Test Statistic and Reference Distribution

x(obs) A measure of how well the observed numbfenezurrences of fixed length LFSRs
matches the expected number of occurrences under an assumption of randomness.

The reference distribution for the test statistic isytheistribution.

2.10.4 Test Description
Q) Partition then-bit sequence intdl independenblocks ofM bits, wheren = MN.

(2) Using the BerlekamyMassey algorithr}) determine the linear complexity of each of théN
blocks { = 1,E,N). L, is the length of the shortest linear feedback shift register sequence that
generates all bits in theédzk i. Within anyL;-bit sequence, some combination of the bits, when
added together modulo 2, produces the next bit in the sequenktcer(tijt

For example, iM = 13 and the block to be tested1i$01011110001thenL; = 4, and the
sequence is prated by adding the™and 29 bits within a 4bit subsequence to produce the next
bit (the 8" bit). The examination proceeded as follows:

5 Defined inThe Handbook of Applied Cryptograptd. Menezes, P. Van Oorschot and S. Vanstone; CRC Press, 1997.
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Bitl | Bit2 | Bit3 | Bit4 | Bit5

The first 4 bits and the resulting' it | 1 1 0 1 0
Bits 2-5 and the restitig 8" bit 1 0 1 0 1
Bits 3-6 and the resulting™7bit 0 1 0 1 1
Bits 4-7 and the resulting"8bit 1 0 1 1 1
Bits 5-8 and the resulting"™bit 0 1 1 1 1
Bits 6-9 and the resulting it 1 1 1 1 0
Bits 7-10 and the resulting f'bit 1 1 1 0 0
Bits 811 and the resulting it 1 1 0 0 0
Bits 9-12 and the resulting T'dit 1 0 0 0 1

For this block, the trial feedback algorithm works. If this were not the case, other feedback
algorithms would be attempted for the block (e.g., adding kitsd13 to produce bit 5, or adding
bits 1, 2 and 3 to produce bit 6, etc.).

Q) Under an assumption of randomness, calculate the theoreticalmean

oo i) U5+2)
2 36 oM

3+1 3 2
For the example in this sectiop,=§+ (9+(_3]6)1 )_ Qé ;A) = 6.777222.
2

(4)  For eactsubstring, calculate a value Bf whereT; = (| DM ¥(L; ! #)+%-

For the example]; = (! 1)13(4! 6.777223+% = 2.999444.
(5) Record theT; values invo,E, vg as follows:
If: Ti<-2.5 Incrementy, by one
-25<T;=-15 Incrementv; by one
-1.5<T; =-0.5 Incrementv, by one
-0.5<T;=0.5 Incrementvs by one
05<T; <15 Incrementv, by one
15<T; =25 Incrementvs by one
T,>25 Incrementvg by one

2 K Qi N# Y

(6) Compute $<(obs)=1 T, wherem,= 0.010417, 1, = 0.03125, m,= 0.125,73= 0.5,

i=0 i
m= 0.25,15= 0.0625,75= 0.020833are the probabilities computed by the equations in Section
3.10.

&K “(obs)ft

7 ComputeP-value =igamc , ;L
(7) p g 52 > 1
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2.10.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, the conclude that the sequence isnandom. Otherwise, conclude
that the sequence is random.

2.10.6 Conclusion and Interpretation of Results

If the P-valuewere< 0.01, this would have indicated that the observed frequency coumitstoired in
the v, bins vari@ from the expected values; it is expected that the distribution of the frequencylpf the
(in thev; bins)should be proportional to the computeds shown in step (6) of Section 2.10.5.

2.10.7 Input Size Recommendation

Choosen = 10°. The value oM must ben the rang&00< M < 5000, andN = 200for the ¥* result to be
valid (see Section 3.10 for a discussion).

2.10.8 Example
(input) ¢ = Othe first 1,000,000 binary digits in the expansiorOf

(input) n = 1000000 = 18 M = 1000

(processing) Vo =11; v, =31; v, = 116; w=501; v, = 258; w = 57; i, = 26
(processing)  x*(obs) = 2.700348

(output) P-value = 0.845406

(conclusion) Since theP-value= 0.01, accept the sequence as random.

2.11 Serial Test
2.11.1 Test Purpose

The focus of this test is the frequency dfpalssible overlappingtbit patterns across the entire

sequence. The purpose of this test is to determine whether the number of occurrenceésnofdibe 2
overlapping patterns is approximately the same as would be expected for a random sequence. Random
sequences have uniformity; that is, everpit pattern has the same chance of appearing as every other
m-bit pattern. Note that fan = 1, the Serial test is equivalent to the Frequency test of Section 2.1.

2.11.2 Function Call
Seria(m,n) where:

m The lengthin bits of each block.
n The length in bits of the bit string.
Additional input used by the function, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the tinf the function callg = &, &, E , &,
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2.11.3 Test Statistic and Reference Distribution

vy (obs)andv 2y (obs) A measure of how well the observed frequencias-bit patterns match
the expected frequencies of timebit patterns.

The reference distributiofor the test statistic is thé distribution.

2.11.4 Test Description

Q) Form an augmented sequenteExtend the sequence by appending the ffikdtbits to the end
of the sequence for distinct valuesnof

For example, given = 10ande = 0011011101 If m = 3, thene«=001101110100/f m = 2,
thene«=00110111010If m = 1, thens«= the original sequend#11011101

(2) Determine the frequency of all possible overlappimgit blocks, all possible overlappingyl)-
bit blocks and all possible oveplging (m-2)-bit blocks. Letv, ; denote the frequency of tine

bit patterni;Ei ; let Vi, denote the frequency of thexl)-bit patterni,Ei ,1; and let

A

Vi, denote the frequency of theQ)-bit paterni;Ei ..

For the example in this section, when= 3, then (1) = 2, and n-2) = 1. The frequency of all
3-bit blocks isVggo= 0, Voo1= 1, Vo10= 1, Vo11= 2, Vigo= 1, Vip1= 2'V110 =2, vin=0. The
frequency of all possiblet1)-bit blocks is: Voo= 1, Vo1= 3, io= 3,v13= 3. The frequency of all
(m-2)-bit blocks is: =4, vy = 6.

L2 2M ., n% 2m "
(3)  Compute;) m= é’il..j —{— 3 Vizl..j :

igedp, 2m ni. m
— 2 —
5 2m 1 n 2m 1 2
Wm—l_ n 2 I3 dmg m-1| n 2 V'1 I
i dmg 2 I3 4
) m'2" n . v lihee 2m"2 - n ' Vil"jm"z
R $ I dmr2

For the example in this section,
3
71023— E

2
- f_o(1+9+9+9)! 10=112110=12

(O+1+1+4+1+4+4+1)! 10=128! 10=2.8

Y= %(16+36)! 10=104! 10=04

2 2
||I
o m..1,and

2
mil ®~ m'2°

g 2 =
4) Compute:#! =/

#2] 2= 2n g
Ie=12

For the example in this section,
Vi =yl -y’ =W -W?-28-12-16
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#2$2=$ 1287 +$2,="712" 7 +" 2 =281 2(1.2)+04=0.8

m2 "

(5)  Compute: P-valuel =igamc %m(z,' ) Zf#and

P-value2 =igamcf2™®," ?) i

For the example in this section,

P-valuel =igamc§2,£#= 0.9057
% 2 n

P-value2 :igamcg‘l,%fﬁ: 0.8805.
% 2 n

2.11.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence isaindom. Otherwise, conclude
that the sequence is random.

2.11.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 5 of Section 2.11.4i8.01 (Rvaluel = 0.808792 and\rlue2 =
0.670320, the conclusion is that the sequence is random.

Note that if V*y7, or Vi, had been large then namiformity of them-bit blocks is implied.

2.11.7 Input Size Recommendation
Choosem andn such tham< /log, n/-2.

2.11.8 Example
(input) £ = 1,000,000 bits from #hbinary expansion &f

(input) m = 2; n=1000000 = 10

(processing) #0s = 499971, #1s = 500029
#00s = 250116; #01s = #10s = 249855; #11s = 250174

(processing)  y*, = 0.343128;y% = 0.003364;y% = 0.000000
(processing) Vi, = 0.339764;Vy?, = 0.336400
(outputlP-valug = 0.843764; Pvalue = 0.561915

(conclusion) Since bothP-valuelandP-value2were= 0.01, accept the sequersas random for both
tests.
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2.12 Approximate Entropy Test

2.12.1 Test Purpose

As with the Serial test of Section 2.11, the footithis test is the frequency of all possible overlapping
m-bit patterns across the entire sequence. The purpose of the test is to compare the frequency of
overlapping blocks of two consecutive/adjacent lengthandm+1) against the expected result for
random sequence.

2.12.2 Function Call
ApproximateEntropyt,n), where:

m The length of each blodRin this case, the first block length used in the testl is the
second block length used.

n The length of the entire bit sequence.
Additional input usedby the function, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function call= &, &, E , &

2.12.3 Test Statistic and Reference Distribution

x*(obs) A measure of how well the observed valu&\pEnm) (see step 6 in Section 2.12.4)
matches the expected value.

The reference distribution for the test statistic isytheistribution.

2.12.4 Test Description

Q) Augment then-bit sequence to createoverlappng m-bit sequences by appendimg1 bits from
the beginning of the sequence to the end of the sequence.

For example, it = 010011010ndm = 3, thenn = 10. Appendthe 0 and 1 at the beginning of

the sequence to the end of the sequence. The seqeene tested becom@$0011010101
(Note: This is done for each valuerni)

(2) A frequency count is made of theoverlapping blocks (e.g., if a block containigtp &:m-1 is
examined at timg then the block containing, to ¢ ., is examinedat timej+1). Let the count

of the possiblen-bit ((m+1)-bit) values be represented @$', wherei is them-bit value.

For the example in this section, the overlappmbit blocks (wheram = 3) becomé10, 100,
001,011, 110,101, 010, 101, 010, and101 The calculated counts for thE22* =8 possiblan-
bit strings are:

#000= 0, #001= 1, #010= 3, #011=1, #100= 1, #101= 3, #110=1, #111=0

3) ComputecC/” _# for each value of.
n
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For example in thisection,C3000= 0, C3001: 0.1, 6’0102 0.3, 6011 =0.1, (:’3100: 0.1, C:?]_o]_: 0.3,
ano: 0.1, 6111: 0.

2m 1
4) Compute$(m) = | #log#; ,wherem = C3j, andj=log.i.
i=0

For the example in this sectiogf® = 0(log 0) + 0.1(log 0.1) + 0.3(log 0.3) + 0.1(log 0.1) +
0.1(log 0.1) + 0.3(log 0.3 + 0.1(log 0.1) + O(log Q) = -1.64341772.

(5) Repeat steps-4, replacingm by m+1.

Step 1: For the example in this sectionis now 4, the sequence to be tested becomes
0100110101010.

Step 2: The overfgping blocks become 0100, 1001, 0011, 0110, 1101, 1010, 0101, 1010, 0101,
1010. The calculated values are: #0011 = 1, #0100 = 1, #0101 = 2, #0110 = 1, #1001 = 1, #1010

=3, #1101 = 1, and all other patterns are zero.

Step 3:C%011= C%100= C%110= C*1001 = C*1101 = 0.1, Co101= 0.2, Cl1030= 0.3, and all other
values are zero.

Step 4:¢™ =0+ 0+ 0+ 0.16g 0.01) + 0.1ipg 0.01) + 0.2pg 0.02) + 0.1kg 0.01) + 0 + 0 +
0.1(0g 0.01) + 0.3pg 0.03) + 0 + 0 + 0.1¢g 0.01) + 0 + 0) =1.8343719.

(6) Compute the test statistig® = 2n[log 2 D ApEn(m)], whereApEr(m) =" (M 1 = (™

For the example in this section,
ApEN(3) =-1.643418D(-1.834372) = 0.190954
x° = 2°10(0.6931470.190954) = 0.502193

2

]
(7)  ComputeP-value =igamo(2™, 7 ).

¥ = 0.261961.

For the example in this sectidivalue :igamcjgzz, 0'5022193
o

2.12.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israndom. Otherwise, conclude
that the sequence riandom.

2.12.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 7 of Section 2.12.4i6.01 (Pvalue = 0.261961), the conclusion is
that the sequence is random.

Note that small values éfpEn(m)would imply strong regularity (see pté of Section 2.12.4). Large
values would imply substantial fluctuation or irregularity.

2.12.7 Input Size Recommendation
Choosem andn such tham< /log, n/-5.
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2.12.8 Example

(input) €=11001001000011111101101010100010001000010110100011
000010001101001100001100011001100010100010111000

(input) m=2; n=100
(processing) ApEn(m) = 0.665393
(processing)  x*(obs) = 5.550792
(output) P-value= 0.235301

(conclusion) SinceP-value= 0.01, accept the sequence as random

2.13 Cumulative Sums (Cusum) Test

2.13.1 Test Purpose

The focus of this test is the maximal excursion (from zero) of the random walk defined by the cumulative
sum of adjusted-{, +1) digits in the sequence. The purpose of the test is to determine whether the
cumulative sum of the partial sequenoesurring in the tested sequence is too large or too small relative
to the expected behavior of that cumulative sum for random sequences. This cumulative sum may be
considered as a random walk. For a random sequence, the excursions of the randonulddble stear

zero. For certain types of nsandom sequences, the excursions of this random walk from zero will be
large.

2.13.2 Function Call
CumulativeSumsfode,n, where:

n The length of the bit string.
Additional input for the function, but supplied by ttesting code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E , &,

mode A switch for applying the test either forward through the input sequemad: (= 0) or
backward through the sequenceofle = J.

2.13.3 Test Statistic and Reference Distribution

Z: The largest excursion from the origin of the cumulative sums in the corresposiding)(
sequence.

The reference distribution for the test statistic isrtbienal distribution.

2.13.4 Test Description

Q) Form a normalized sequence: The zeros and ones of the input segli@meefnverted to
valuesX; of Bl and +1 usingG = 2¢ D 1.
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For example, it =1011010111thenX =1, (1),1,1,¢1),1,¢1),1,1,1

(2) Compute partial sumS of successively larger subsequences, each startingiw(ithmode = Q
or X, (if mode = 1.

Mode = 0 (forward) Mode = 1 (backward)
S =X S = Xq
S=X1 + X2 S =Xy + X
S=X1+ X+ X3 S = Xn+ Xp1 + X2
Sc= X1+ Xo+ X+ E + Xy Sc=Xn * Xnt + Xnz + E + X g
Si=Xi+ Xo+ Xg+ E + X+ E+ X, Si=Xn+ Xt + Xno+ E+ X + E+ X4

That is,S = S.1 + X« for mode 0, an& = S + Xnxs1 fOor mode 1.
For the example in this section, &mode = 0OandX = 1, (1), 1, 1, €1), 1, €1), 1, 1, 1then:

S=1

$=1+(1)=0

S=1+(-1)+1=1

S=1+(-1)+1+1=2
S=1+(-)+1+1+(-1)=1
S=1+(-D)+1+1+(-1)+1=2
S=1+(-1)+1+1+(-1)+1+(-1)=1
S$=1+(-1)+1+1+(-1)+1+(-1)+1=2
S$S=1+(-1)+1+1+(-1)+1+(-1)+1+1=3
So=1+(-1D)+1+1+(-1)+1+(-)+1+1+1=4

3) Compute the test statistic=max, \, n|SJ, Wwheremax, , n|S{ is the largest of the absolwialues of
the partial sums..

For the example in this section, the largest valug f 4, soz = 4.

0/fr( l

(4) ComputeP-value = 1( | N/ 8X4k +1)Z$ Bx4k( 1)Z§++

D/(-”+1“/ (é \/ﬁ #:2*

°”“ [ e, | ok
0/(nuz/ é \/_ # é
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where® is the Standard Normal Cumulative Probability Distribution Functiahefiged in
Section 5.5.3.

For the example in this sectidP,value =0.4116588.

2.13.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israodom. Otherwise, conclude
that the sequence is random.

2.13.6 Conclusion and Interpretation of Results

Since theP-valueobtained in step 4 of Section 2.13.4i8.01 P-value= 0.411658), the conclusion is
that the sequence is random.

Note that when mode = 0, large values of this statistic indicate that there are edlrea®t@nesO or

Otoo many zerosO at the early stages of the sequence; when mode = 1, large values of this statistic indicate
that there are either Otoo many onesO or Otoo many zerosO at the late stages. Small values of the statistic
would indicate that a@s and zeros are intermixed too evenly.

2.13.7 Input Size Recommendation
It is recommended that each sequence to be tested consist of a minimum of 100 bits 1D6),

2.13.8 Example

(input) €=11001001000011111101101010100010001000010110100011
0000100011100110001001100011001100010100010111000

(input) n=100

(input) mode= 0 (forward) ||[mode =1 (reverse)

(processing) z= 1.6 (forward) |£ = 1.9 (reverse)

(output) P-value= 0.219194 (forward) R-value =0.114866 (reverse)

(conclusion)  SinceP-value > 0.01 accept the sequence as random.

2.14 Random Excursions Test

2.14.1 Test Purpose

The focus of this test is the number of cycles having exEctligits in a cumulative sum random walk.

The cumulative sum random walk is derived from partial sunes #fé (0,1) sequence is transferred to

the appropriate-{, +1) sequence. A cycle of a random walk consists of a sequence of steps of unit length
taken at random that begin at and return to the origin. The purpose of this test is to determine if the

number of visits to a particular state within a cycle deviates from what one would expect for a random
sequence. This test is actually a series of eight tests (and conclusions), one test and conclusion for each of
the states:4,-3,-2,-1 and +1, +2, +3, +4.
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2.14.2 Function Call
RandomExcursionsj, where:

n The length of the bit string.
Additional input used by the function, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structuret the time of the function calf;= &, &, E , &,

2.14.3 Test Statistic and Reference Distribution
x(obs) For a given statg, a measure of how well the observed number of state visits within a

cycle match the expected number of state visits within a ayotier an assumption of
randomness.
The reference distribution for the test statistic isytheistribution.

2.14.4 Test Description

Q) Form a normalized-{, +1) sequencX: The zeros and ones of the input sequencaré changed
to values obl and +1 viaX; = 2¢ D 1.

For example, it = 0110110101, them=10andX =-1,1,1,-1,1,1,-1,1,-1, 1

(2) Compute the partial sung of successively larger subsequences, each startingkwifform the

setS={S}.
S =X
S=X1+X;

S=Xp+ X+ X3
Sc=Xi+ Xp+ X+ E + Xy
S=X +Xo+ Xg+E+ X+ E+ X,

Forthe example in this section,
=-1

PP Po
o
RORroO
D PP PP
TR TR
P NRPN

o

ThesetS=4{,0,1,0,1,2, 1,2, 1,2}

3) Form a new sequen&by attaching zeros before and after theSsd@hat is,S'= 0, s, S, E , sp,
0.
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(4)

(5)

For the example in this sectid®,=0,-1, 0,1, 0, 1, 2, 1, 2, 1, 2, The resulting random walk is
shown below.

—
(8]
w
o
L
N
-~
00—
Yo s

10

Example Random Walk (' S")

Let J = the total number of zero crossingsSirwhere a zero crossing is a value of zer8ithat
occurs after the starting zerd.is also the number of cycles$ where a cycle df is a

subsequence @&consisting of an occurrence of zero, followed byzeoo values, and ending

with anothe zero. The ending zero in one cycle may be the beginning zero in another cycle. The
number of cycles ii$' is the number of zero crossings. J ¥ 50Q discontinue the tet

For the example in this sectionSf={0,81,01,0, 1, 2, 1, 2, 1, 2},GdhenJ = 3 (there are zeros
in positions 3, 5 and 12 &). The zero crossings are easily observed in the above plot.Bince
3, there are 3 cycles, consisting of {d, 0}, {0, 1,0} and {0, 1, 2,1, 2, 1, 2, O}.

For each cycle and for each npero state valug having value$4 < x<-l1andl = x =<4,
compute the frequency of eaglwithin each cycle

For the example in this section, in step 3, the first cycle has one occurrdicehsf second
cycle has one occurrence of 1, and the thialechias three occurrences each of 1 and 2. This can
be visualized using the following table.

Cycles
State Cycle 1 Cycle 2 Cycle 3
X (0,-1,0) (0,1,0) (0,2,2,1,2,1,2,0
-4 0 0 0
-3 0 0 0
-2 0 0 0
-1 1 0 0
1 0 1 3
2 0 0 3
3 0 0 0
4 0 0 0

5 J times the minimum of the probabilities found in the table in Section 3.14 m$i& imeorder to satisfy thempirical rule for
Chi-square computations.
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(6) For each of the eight statesxpftomputev(x) = the total number of cycles in which state
occurs exactlk times among all cycles, fér= 0, 1, E, 5(for k = 5, all frequencie$ 5 are

5
stored inv5(x)). Note that! ", (x)=J.
k=0

For theexample in this section,

¥  w(-1) = 2 (theBl state occurs exactly 0 times in two cycles),
vi(-1) = 1 (theBX state occurs only once in 1 cycle), and
vao(-1) = v3(-1) = wy(-1) = »(-1) = 0 (theBl state occurs exactly {2, 3, &5} times
in 0 cycles).

¥ (1) = 1(the 1 state occurs exactly 0 times in 1 cycle),
vi(1) = 1 (the 1 state occurs only once in 1 cycle),
v5(1) = 1 (the 1 state occurs exactly three times in 1 cycle), and
vo(1) = v4(1) = v5(1) = 0 (the 1 state occurs exactly {2, $5} times in O gcles).

¥ v(2) = 2(the 2 state occurs exactly 0 times in 2 cycles),
v3(2) = 1 (the 2 state occurs exactly three times in 1 cycle), and
vi(2) = v»(2) = v4(2) = v5(2) = 0 (the 1 state occurs exactly {1, 2, $5} times in 0
cycles).

¥  v(-4) = 3 (the-4 stde occurs exactly 0 times in 3 cycles), and
vi(-4) = vo(-4) = va(-4) = v4(-4) = v5(-4) = 0 (the-4 state occurs exactly {1, 2, 3, 4,
$5} times in 0 cycles).

And so onE.

This can be shown using the following table:

Number of Cycles
Statex 0 1 2 3 4 5
-4 3 0 0 0 0 0
-3 3 0 0 0 0 0
-2 3 0 0 0 0 0
-1 2 1 0 0 0 0
1 1 1 0 1 0 0
2 2 0 0 1 0 0
3 3 0 0 0 0 0
4 3 0 0 0 0 0

5 _ 2
(7)  For each of the eight statesxpicompute the test statistjg? (obs) = 3 (V"(Xj J(];")(X))
k=0 Tk

wherem(x) is the probability that thaatex occursk times in a random distribution (see Section
3.14 for a table ofr, values). The values fag(x) and their method of calculation are provided in
Section 3.14. Note that eig‘bﬁ statistics will be produced (i.e., far=-4,-3,-2,-1, 1, 2, 3, 4)
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For example in this section, wharr 1,

.2 _ (1! 305)° L 3(0.25))? , (0! 3(0.129)2 L@ 3(0.0629) , (! 3(0.0312)2 , (! 3(0.0312)?
3(0.5) 3(0.25) 3(0.125 3(0.0629 3(0.0312 3(0.0312

= 4.333033

(8) For each state of computeP-value =igamg(5/2, ! 2(obs)/2) . Eight P-valueswill be
produced.

For the example when= 1, P-value =igamc0; @3{#: 0.502529.

2.14.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israodom. Otherwise, conclude
that the sequence is random.

2.14.6 Conclusion and Interpretation of Results

Since theP-valueobtainedn step 8 of Section 2.14.4$s0.01 P-value= 0.502529), the conclusion is
that the sequence is random.

Note that ify*(obs)were too large, then the sequence would have displayed a deviation from the
theoretical distribution for a given state acrdssyles.

2.14.7 Input Size Recommendation
It is recommended that each sequence to be tested consist of a minimum of 1,000,000ris1(Fe.,

2.14.8 Example
(input) ¢ = "the binary expansion &up to 1,000,000 bits"

(input) n = 1000000 = 16

(processing) J=1490

State=x x P-value Conclusion
-4 3.835698 0.573306 Random
-3 7.318707 0.197996 Random
-2 7.861927 0.164011 Random
-1 15.692617 0.007779 Nonrrandom
+1 2.485906 0.778616 Random
+2 5.429381 0.365752 Random
+3 2.404171 0.790853 Random
+4 2.39328 0.792378 Random

(conclusion) For seven of the statesxftheP-valueis $ 0.01, and the conclusion would be that the
sequence was random. However, for one staxg>of -1), theP-valueis < 0.01, so the
conclusion would be that the sequenceois-random. When contradictions arise, further
sequences should be examined to determine whether or not this behavior is typical of the
generator.
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2.15 Random Excursions Variant Test

2.15.1 Test Purpose

The focus of this test is the total number of times that acpéatistate is visited (i.e., occurs) in a

cumulative sum random walk. The purpose of this test is to detect deviations from the expected number
of visits to various states in the random walk. This test is actually a series of eighteen tests (and
conclusims), one test and conclusion for each of the stéles8, E, -1 and +1, +2, E, +9.

2.15.2 Function Call
RandomExcursionsVariam, where:

n The length of the bit string; available as a parameter during the function call.
Additional input used by the funoti, but supplied by the testing code:

# The sequence of bits as generated by the RNG or PRNG being tested; this exists as a
global structure at the time of the function calk &, &, E, &

2.15.3 Test Statistic and Reference Distribution

& For a given sitex, the total number of times that the given state is visited during the
entire random walk as determined in step 4 of Section 2.15.4.

The reference distribution for the test statistic is the half normal (for trgote: If & is distributed as
normal, then§| is distributed as half normal.) If the sequence is random, then the test statistic will be
about 0. If there are too many ones or too many zeroes, then the test statistic will be large.

2.15.4 Test Description

D Form the normalized 1, +1) sequenck in which the zeros and ones of the input seques)ce (
are converted to values Bf and +1 viaX = X;, X%, E , X,, whereX, = 2¢ D 1.

For example, it =0110110101, them=10andX =-1,1,1,-1,1,1-1,1,-1, 1

2) Compute partial sumS of successively larger subsequences, each startingewiBiorm the sef

={S}

S=X
S =X+ X3
S=Xi+ X+ X3

Sh=X1+X2+X3+...+XK+...+Xn

2-38



A STATISTICAL TEST SUITE FOR RANDOM AND PSEUDORANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS

3)

(4)

(5)

Forthe example in this section,
=-1

NP Yo
noon
POoOrRO
DY P PP
noano
NP NP

o

ThesetS=4{,0,1,0,1,2, 1,2, 1,2}

Form a new sequen&by attaching zeros before and after theSsdthat is,S'= 0, §, S, E, s,
0.

For the examples' =0,-1,0,1,0, 1, 2, 1, 2, 1, 2, 0he resulting random walk is shown below.

Example Random Walk ( S")

For each of the eighteen naero states of, computeZ(x) = the total number of times that state
occurred across allcycles.

For the example in this sectio¥(;1) = 1, §(1) = 4, £(2) = 3, and all othe&(x) = 0.

E(x)-J]

V27 (4:d-2)

For eachi(x), computeP-value :erfc[ . EighteerP-valuesare computed. See

Section 5.5.3 for the definition effc.

4 i
For the example in this section, when 1, P-value =erfc§(¢' =0.683091.

S J2¥301" 2)!

2.15.5 Decision Rule (at the 1% Level)

If the computedP-valueis < 0.01, then conclude that the sequence israodom. Otherwise, conclude
that the sequence is random.

2.15.6 Conclusion and Interpretation of Results

Since theP-valueobtained instep 7 of Section 2.15.4$s0.01 for the state = 1 (P-value= 0.683091),
the conclusion is that the sequence is random.
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2.15.7 Input Size Recommendation
It is recommended that each sequence to be tested consist of a minimum of 1,000,000ris1(Fe.,

2.15.8 Example
(input) ¢ = "the binary expansion &up to 1,000,000 bits"

(input) n = 1000000 = 16

(processing) J = 1490

Statefk) | Counts | P-value Conclusion
-9 1450 0.858946 Random
-8 1435 0.794755 Random
-7 1380 0.576249 Random
-6 1366 0.493417 Random
-5 1412 0.633873 Random
-4 1475 0.917283 Random
-3 1480 0.934708 Random
-2 1468 0.816012 Random
-1 1502 0.826009 Random
+1 1409 0.137861 Random
+2 1369 0.200642 Random
+3 1396 0.441254 Random
+4 1479 0.939291 Random
+5 1599 0.5(6683 Random
+6 1628 0.445935 Random
+7 1619 0.512207 Random
+8 1620 0.538635 Random
+9 1610 0.593930 Random

(conclusion) Since theP-value= 0.01for each of the eighteen states of x, accept the sequence as
random.
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3.  Technical Description of T ests

This section contains the mathematical background for the tests in the NIST test suite. Each subsection
corresponds to the appropriate subsection in Section 2. The relevant references for each subsection are
provided at the end of that subsection.

3.1 Frequency (Monobits) Test

The most basic test is that of the null hypothesis: in a sequence of independent identically distributed
Bernoulli random variables<(s or#s, whereX = 2¢-1, and s@&, =X, + E + X, = A&, + E + &) Bn), the
probability of onesd 1/2. By the classic De Moidteaplace theorem, for a sufficiently large number of
trials, the distribution of the binomial sum, normalized\/%/, is closely approximated by a standard
normal distribution. This test makes use of #ygproximation to assess the closeness of the fraction of
1'sto 1/2. All subsequent tests are conditioned on having passed this first basic test.

The test is derived from the wédhown limit Central Limit Theorem for the random wa$k,= X; + E +
Xn. According to the Central Limit Theorem,

I|m P(

— (u /12
T =%(z) &—— )(# du (1)

This classical result serves as the basis of the simplest test for randomness. It implies that, for positive z,

S
P(—=
\n
According to the test based on the statsm|§|/\/ﬁ , evaluate the observed valjgéobs)|=
|X1 +E + Xn|/\/;, and then calculate the correspondigalue which is
2[1" # (|s(0bs)|)] = erfc((0bg|/A/n). Hereerfcis the (omplementary) error function

"2)=2#(2)$1.

erfc(z) = % Ozoa#uzdu.

References for Test

[1] Kai Lai Chung, Elementary Probability Theory with Stochastic Processes. New York: Springer
Verlag, 1979 (especially pp. 2117).

[2] Jim Pitman, Probability. New York: SpgerVerlag, 1993 (especially pp. 948).

3.2 Frequency Test within a Block

The test seeks to detect localized deviations from the ideal 50% frequency of 1's by decomposing the test
sequence into a number of nonoverlapping subsequences and applyisgaaehiest for a

homogeneous match of empirical frequencies to the ideal 1/2. Bmalliesindicate large deviations

from the equal proportion of ones and zeros in at least one of the substrings. The string of O's and 1's (or
equivalentl's and 1's) isantitioned into a number of disjoint substrings. For each substring, the

proportion of ones is computed. A etuare statistic compares these substring proportions to the ideal
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1/2. The statistic is referred to a-cguared distribution with the degeof freedom equal to the number
of substrings.

The parameters of this test &eandN, so than = MN, i.e., the original string is partitioned inltb
substrings, each of lengh. For each of these substrings, the probability of ones is estimatee by
observed relative frequency of 1'5,,i = 1,E,N. The sum

N% l(
II2
(obg = 4M+&$)

under the randomness hypothesis hag theistribution with N degrees of freedom. The repofed
valueis

% ui2 NI 1du % uN2 1409 42(0b
(bs (bs)/2 =iga md_ ( 3)

&N/2)2V2 &(N/2)

Referencedor Test

[1] Nick Maclaren, OCryptographic Psetrdadom Numbers in Simulation,O Cambridge Security
Workshop on Fast Software Encryption. Dec. 1993. Cambridge, U.K.: R. Anderson, {420L85

[2] Donald E. Knuth, The Art of Computer Programming. VoE2minumerical Algorithms. 3rd ed.
Reading, Mass: Addisewesley, 1998 (especially pp.4Z).

[3] Milton Abramowitz and Irene Stegun, Handbook of Mathematical Functions: NBS Applied
Mathematics Series 55. Washington, D.C.: U.S. Government Printing Qffi6&,

3.3 Runs Test

This variant of a classic nonparametric test looks at OrunsO defined as substrings of consecutive 1's and
consecutive 0's, and considers whether the oscillation among such homogeneous substrings is too fast or
too slow.

The specific testised here is based on the distribution of the total number ofMyunBEor the fixed
proportion " :$ j#j /n (which by the Frequency test of Section 3.1 must have been established to be

close to 0.5"’ #%‘ $ 2

lim P (V $2n%1% %

" # 2n9%1$ % sa= @ @)

To evaluateV,, define fork = 1,E,nl, r(k) =0 if ¢ =¢, andr(k)=1if ", #" .. Then
V. =# ::ir(k) +1. TheP-valuereported is

V,(0b9 " 2n#(1" #)|
2N2n#(1" #)

erfc( ).
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Large value®f V, (0obg indicate oscillation in the string #fs which is too fast; small values indicate
oscillation which is too slow.

References for Test

[1] Jean D. Gibbons, Nonparametric Statistical Inference, 2nd ed. New York: Marcel Del@&r, 19
(especially pp. 5®8).

[2] Anant P. Godbole and Stavros G. Papastavridis, (ed), Runs and patterns in probability: Selected

papers. Dordrecht: Kluwer Academic, 1994.

3.4 Test for the Longest Run of Ones in a Block

The length of the longest consecutive sduence (run) of ones is another characteristic that can be used

for testing randomness. A string of lengtlsuch thah = MN, must be partitioned intd substrings,
each of lengtiM. For the test based on the length of the longest run ofwnesthin the j-th substring

of sizeM, K + 1 classes are chosen (dependindipn For each of these substrings, one evaluates the
frequencies”,," ,E ," (", +", +E +" =N, i.e., the computed values of the longest run of ones

within each of thes substrings belonging to any of tie- 1 chosen classes). If there a@nes andM -
r zeroes in then-bit block, then the conditional probability that the longest string of dniesthis block

_ #
is less than or equal to has thefollowing form with U =min(M " r +lﬁl(% (see [1]):

P(v = m|r)=i)§(_l)j('v| —jr+1)(M —N{(_rr:‘+1))’
r

P #m)=* g\P(" #m|r) - @
%rz 2"

r=0

<

so that

The theoretical probabilitie$ , "l,E ," ¢ of these classes are determined from [3].
The empirical frequencie$,,i =0,...,K are conjoined by th& 2_statistic

2 5 (# SN%)’
N9%

i=0

which, under the randomness hypothesis, has an approxinfatistribution withK degrees of freedom.
The reportedP-valueis
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= igamcl%g
5

% # 2(obs)*

"ul2 K12'1
e"'“u du
# 7 (obs)
2 L

&K 12)2""? i
with P(a,x) denoting the incomplete gamma function as expressed in Section 3.2.

The following table contains selected valueK@&ndM with the corresponding probabilities obtained
from [3]. Case&=3, M=8; K=5,M=128; andK=6, M=10000 are @rrently embedded in the test suite
code.

K=3, M=8
classes probabilities
I babiliti

{H!1} *,=0.2148
{)=2} *1=0.3672
{)=3} *,=0.2305
{) $4} *3=0.1875

K=5, M=128
classes probabilities
{)!4} *,=0.1174
{)=5} *1=0.2430
{) =6} *,=0.2493
{)=7} *3=01752
{)=8} *,=0.1027
{) $9} *5=0.1124

K=5, M=512
classes probabilities
{)!6} *,=0.1170
{)=7} *1=0.2460
{)=8} *,=0.2523
{)=9} *3=0.1755
{)=10} *,=0.1027
{)$11} *5=0.1124

K=5, M=1000
classes probabilities
D7} *,=0.1307
{)=8} *1=0.2437
{)=9} *,=0.2452
{)=10} *3=0.1714
{)=11} *,=0.1002
{)$12} *£=0.1088
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K=6, M=10000
classes probabilities
{)! 10} *,=0.0882
{)=11} *1=0.2092
{)=12} *,=0.2483
{)=13} *3=0.1933
{)=14} *,=0.1208
{)=15} *:=0.0675
{) $16} *6=0.0727

Large values of' ? indicate that the sequence has clusters of ones; the generation of Orandom'O sequences
by humans tends to lead to small values pfsee [3, p. 55]).

References for Test

[1] F. N. David and D. E. Barton, Combinatorial Chance. New York: Hafner Publishing Co., 1962, p.
230.

[2] Anant P. Godbole and Stavros G. Papastavridis (ed), Runs and Patterns in Probability: Selected
Papers. Dordrecht: Kluwer Academic, 1994.

[3] Pal ReveszRandom Walk in Random and N&andom Environments. Singapore: World
Scientific, 1990.

3.5 Binary Matrix Rank Test

Another approach to testing for randomness is to check for linear dependence amelegdjtted

substrings of the original sequence: constnuatrices of successive zeroes and ones from the sequence,

and check for linear dependence among the rows or columns of the constructed matrices. The deviation of
the rank- or rank deficiency of the matrices from a theoretically expected value givestttstic of

interest.

This test is a specification of one of the tests coming from the DIEHARD [1] battery of tests. It is based
on the result of Kovalenko [2] and also formulated by Marsaglia and Tsay [3]. The result states that the
rankR of theM x Qrandom binary matrix takes values 0, 1, 2, E, m wherem & min(M,Q) with

probabilities

i=0

The probability values are fixed in the test suite codé/fferQ = 32. The numbeM is then a parameter
of this test, so that ideally= M?N, whereN is the new Osample size.O In practice, valuds doidN are
chosen so that the discarded part of the stinrdyM?, is fairly small.

The rationale for this choice is that
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e 1
"+ Jd#— =0.2888.,
pl\/l o & 2] 2
Pu- #2p, #0.5776...,
4
Py, # ;’M #0.1284...

and all other probabilities are very smallq.005) when M5 10.

For theN square matrices obtained, their rarfiRsl =1E ,N are evaluated, and the frequencies
Fv.Fu_, andN" F, " F,., of the values, M-1 and of ranks not exceediMy2 are determined:

Fu =#H{R =M},
FM"l:#{RI :M"]}'

To apply thé' -test, use the classical statistic

o _ (R -0.2888N)’ . (Fus ~0.5776N)’ J(N-Fy -F, ~0.1336N)’
~ 0.2888N 0.5776N 0.13336N

which, under the null (randomness) hypothesis, has aoxipmte” *-distribution with 2 degrees of
freedom. The reporte@valueis exp{" # 2(ob3/2}.

Interpretation of this test: large values'of (0b9 indicate that the deviation of the rank distribution from
that @rresponding to a random sequence is significant. For example, pseudo random matrices produced
by a shiftregister generator formed by less tiMusuccessive vectors systematically have rBnk M,

while for truly random data, the propion of such occurrences should be only about 0.29.
References for Test

[1] George Marsaglia, DIEHARD: a battery of tests of randomness.
http://www.stat.fsu.edu/pub/diehard/

[2] I. N. Kovalenko (192), ODistribution of the linear rank of a random matrix,O Theory of
Probability and its Applications. 17, pp. 3326.

[3] G. Marsaglia and L. H. Tsay (1985), OMatrices and the structure of random number sequences,O
Linear Algebra and its Applications. V&7, pp. 147156.

3.6 Discrete Fourier Transform (Specral) Test

The test described here is based on the discrete Fourier transform. It is a member of a class of procedures
known as spectral methods. The Fourier test detects periodic features in thebihsenvould indicate
a deviation from the assumption of randomness.

Let x be thek™ bit, wherek = 1, ...,n. Assume that the bits are codddand +1. Let
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f, =% x exp(2" (k#1)j/n),
k=1
whereexp(2"ikj /n) = cog2"kj/n) +isin(2"kj/n),j =0E ,n#1, andi " #1. Becausef the
symmetry of the real to complesalue transform, only the values from O td2(- 1) are considered. Let

mod be the modulus of the complex numbetUnder the assumption of the randomness of the series
confidence interval can be placed oa tlalues omod. More specifically, 95 percent of the values of

f %
mod should be less thah = gogiosg? A P-valuebased on this threshold comes from the binomial

distribution. LetN; be the number of peaks less ti®nly the firstn/2 peaks ee considered. Let, =
95\/2 andd = (N, " NO)/\/n(O.QQ(O.OQM . TheP-valueis

oo ) =ercg Ty

where+(x) is the cumulative probability function of the standard normal distribution.

OtherP-valuesbased on the serigor mod that are sensitive tdepartures from randomness are

possible. However, the primary value of the transform comes from a plot of thensedels the

accompanying figure, the top plot shows the serigsaif for 4096 bits generated from a satisfactory
generator. The lindaitough the plot is the 95% confidence boundary. R4veluefor this series is

0.8077. The bottom plot shows a corresponding plot for a generator that produces bits that are
statistically dependent in a periodic pattern. In the bottom plot, signifjogrethter than 5% of the

magnitudes are beyond the confidence boundary. In addition, there is a clear structure in the magnitudes
that is not present in the top plot. TRevaluefor this series is 0.0001.

References for Test

[1] R. N. Bracewell, The Faier Transform and Its Applications. New York: McGraill, 1986.

[2] W. Killman, J. SchYth, W. Thumser, and I. Uludag, A Note Concerning the DFT Test in NIST
Special Publication 8082, T-Systems, Systems Integration, July 2004.

[3] S. Kim, K, Umeno, ath A. Hasegawa, Corrections of the NIST Statistical Test Suite for
Randomness, Cryptology ePrint Archive, Report 2004/018, 2004.
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3.7 Non-Overlapping Template Matching Test
This test rejects sequences exhibiting too many or too few occurrences of apgviedic pattern.

Let B= (sfsr?q) be a given word (template or pattern, i.e., a fixed sequence of zeros and ones) of

lengthm. This pattern is to be chosen as if it were a parameter of the test. We consider a test based on
patterns for fixedengthm. A table of selected aperiodic words out of such patterna fo2, E, 8 is
provided at the end of this section.

The set of periods &
©={ja# i #mSLY, = %k=1E .m$j},

plays an important role. For example, wiBcorresponds to a run of ones," :{],E ,m#1}. Forthe

B above,B = @, andB is an aperiodic pattern (i.e., it cannot be writtetC&E CC' for a patterrC
shorter tharB with C' denoting a prefix o). In this situation, occurrences Bfin the string are non
overlapping.

In general, letW =W (m, M) be the number of occurrences of the given paBémthe string. Note
that the statisti®V is defined also for patterswith " =# . The best way to calcula® is as the sum,

n#m+1

W= $ I(”i+k#1: ”k’k:lE ’m)-

i=1

The random variable11§("i+k#1 =" k=1E m) arem-dependent, so that the Central Limit Theorem
holds forw. The mean and variance of the approximating normal distribution have the following form,

_n"m+l
2m

) [1 2m—1}
o =n_m_ 2m )
2 2

For the test suite cod®l andN are chosen so that= MN andN = 8. Partition the original string intd
blocks of lengttM. LetW, =W, (m, M) be the number of occurrences of the patBeimthe blockj, for

j=1,E, N.

Let u=EW, =(M" m+1)2 ™. Then, for largd, W, has a normal distribution with mearand
varianceo?, so that the statistic

X*(0bg = i(wj—_“) @

0_2
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has an approximat& -distribution withN degrees of freedomReport thé>-valueas

SN #2(obg’
1" Pg—,— .
w2

The test can be interpreted as rejecting sequences exhibiting irregular occurrences of a gieeiodion
pattern.

References for Test

[1] A. D. Barbour, L. Holst, and S. Janson, Poisson Approxim#lie@2). Oxford: Clarendon Press
(especially Section 8.4 and Section 10.4).

Aperiodic Templates for small values of2" m" 5

m=2| m=3 m=4 m=5
01 001| 0001| 00001
10 011 0011| 00011
100| 0111| 00101
110| 1000| 01011
1100 00111
1110 01111
11100
11010
10100
11000
10000
11110
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Aperiodic Templates for small values of6" m" 8

m=6 m=7 m=8
000001 0000001 00000001
000011 0000011 00000011
000101 0000101 00000101
000111 0000111 00000111
001011 0001001 00001001
001101 0001011 00001011
001111 0001101 00001101
010011 0001111 00001111
010111 0010011 00010011
011111 0010101 00010101
100000 0010111 00010111
101000 0011011 00011001
101100 0011101 00011011
110000 0011111 00011101
110010 0100011 00011111
110100 0100111 00100011
111000 0101011 00100101
111010 0101111 00100111
111100 0110111 00101011
111110 0111111 00101101
1000000 00101111
1001000 00110101
1010000 00110111
1010100 00111011
1011000 00111101
1011100 00111111
1100000 01000011
1100010 01000111
1100100 01001011
1101000 01001111
1101010 01010011
1101100 01010111
1110000 01011011
1110010 01011111
1110100 01100111
1110110 01101111
1111000 01111111
1111010 10000000
1111100 10010000
1111110 10011000
10100000
10100100
10101000
10101100
10110000
10110100
10111000
10111100
11000000
1100010
11000100
11001000
11001010
11010000
11010010
11010100
11011000
11011010
11011100
11100000
11100010
11100100
11100110
11101000
11101010
1110100
11110000
11110010
11110100
11110110
11111000
11111010
11111100
11111110
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3.8 Overlapping Template Matching Test

This test rejects sequences which show too many or too few occurremeegre ofones, but can be
easily modified to detect irregular occurrences of any periodic p&tern

To implement this test, parametdsandN are determined so that= MN, i.e., the original string is
partitioned intoN blocks, each of lengthl.

Let Wj :VVJ. (m,n) be the number of (possibly overlapping) runs of ones of lengththejth block.

The asymptotic distribution & is the compound Poisson distribution (thecatied P lyaAeppli law,
see[1]):

. %#(e‘$1))
EexgtW " exp&———"* (5)
F{ ‘} ( 2%€

when(M " m+1)2™# $>0 (tis areal variable).

The corresponding probabilities can be expressed in terms of the confluent hypergeometric function
® =, F,. If U denotes a random variable with the compound Poisson asymptotic distribution, tinén for
1 with " = #/2.

e’ S L u

P(U=u)= —= 2,%).
U==57 g =y a2
For example,
PU=0)=e",
PU :1)256#’
P(U=2)=nz_n[n+2],
n #”$12 '
p(U: ): 3 %+”+1z,
ue#" "3 "2 " '
PU=4="T% 4+?+7+12'

More accurate, but also more complicated, expressiengieen in [3]. These expressions yield the
following probabilities:

$ | 0.364091
$ | 0.185659
$, |0.139381
$
$4
$s

0.100571
0.0704323
0.139865

312
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The complement to the distribution function of this random variable has the form
L(u)=PU>u)=¢ $ O/r(l u)

with

. 1 $k#1

"(Lu)= " )

ChooseK + 1 classes or cells faf, i.e., {U =0} {U =3 E {U=K" 1},{U #K}. The theoretical

probabilities” ,," ,E ," ., of these cells are found from the above formulas. A reasonable choice
could beK =5," =2 #=1.

After U, E, Uy are found, evaluate the frequencibos”l,E ," ofeachcell,” ;+", +...+" =N,
and calculate the value of tHe?-statistic

o G BIN)
=g o

i=0

The expression for tHe-valueis thesame as that used in Section 3.7. The interpretation is that for very
smallP-values the sequence shows irregular occurrences-fns of ones.

References for Test

[1] O. Chrysaphinou and S. Papastavridis, OA Limit Theorem on the Number of Overlapping
Appearances of a Pattern in a Sequence of Independent Trials.O Probability Theory and Related
Fields, Vol. 79 (1988), pp. 12M43.

[2] N.J. Johnson, S. Kotz, and A. Kemp, Discrete Distributions. John Wiley, 2nd ed. New York,
1996 (especially pp. 37879).

[3] K. Hamano and T. Kaneko, The Correction of the Overlapping Template Matching Test Included
in NIST Randomness Test Suite, IEICE Transactions of Electronics, Communications and
Computer Sciences 2007, E8(9), pp 17881792.

3.9 MaurerOs OUniversal StatisticalO Test

Ueli Maurer of the Department of Computer Science at Princeton University introduced this test in 1992.
Maurer's test statistic relates closely toplebit entropyof the stream, which its author asserts is Othe
correct quality measuref@ secrekey source in a cryptographic application.O As such, the test is

claimed to measure the actual cryptographic significance of a defect because it is Orelated to the running
time of [an] enemy's optimal kesearch strategy,O or the effective &g of a cipher system.

The test is not designed to detect a very specific pattern or type of statistical defect. However, the test is
designed Oto be able to detect any one of the very general class of statistical defects that can be modeled
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by an ergoit stationary source with finite memory.O Because of this, Maurer claims that the test
subsumes a number of the standard statistical tests.

The test is a compressitype test Obased on the idea of Ziv that a universal statistical test can be based
on a wniversal source coding algorithm. A generator should pass the test if and only if its output sequence
cannot be compressed significantly.O According to Maurer, the smdicg algorithm due to Lempel

Ziv Oseems to be less suited for application astiatital testO because it seems to be difficult to define a
test statistic whose distribution can be determined or approximated.

The test requires a long (on the ordefdl6¥2" + 1000%2" with 6! L! 16) sequence of bits, which are
divided into two fretches of Lbit blocks (6 L! 16), Q (' 10¥2") initialization blocks and K

$
(" 1000¥2") test blocks. We takK :ﬁn%{Q to maximize its value. The order of magnitude of Q

should be specifically chosen to ensurattall possible tbit binary patterns do in fact occur within the
initialization blocks. The test is not suited for very large valudshEcause the initialization takes time
exponential irL_.

The test looks backs through the entire sequence whiléngahrough the test segmentloebit blocks,
checking for the nearest previous exXadtit template match and recording the distanicenumber of
blocks- to that previous match. The algorithm computesltigg of all such distancesr all theL-bit

templates in the test segment (giving, effectively, the number of digits in the binary expansion of each
distance). Then it averages over all the expansion lengths by the number of test blocks.

Q+K
f,=—I " log, (# indices since préous occurrence of ith template)]
i=Q+1

The algorithm achieves this efficiently by subscripting a dynamic-igntable making use of the integer
representation of the binary bits constituting the template blocks. A standardized version of thebstatistic
the standardization being prescribed by the téstcompared to an acceptable range based on a standard
normal (Gaussian) density, making use of the test statistic's mean which is given by formula (16) in [1],

Ef. =2"L§ (1" 2) "log,i.

i=1

The expected value the test statistit, is that of the random variableg,G whereG =G, is a
geometric random variable with the paramétér2'".

There are several versions of approximate empirical formulas for the variance afihe f
Var(f,) = c(L.K)Var(log,G)/K .
Here, c(L,K) represents the factor that takes into account the dependent nature of the occurrences of

templates. The latest of the approximations (Coron and Naccache [2]: not embedded in the test suite code)
has the form

, 08 # 12.8& . an
(LK) =0.7" =Z+0p.6+ ==2(K
of L é’ L (
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However, Coron and Naccache (1998) report that Othe inaccuracy due to [this approximation] can make
the test 2.67 times more permissive than what is theoretically admitted.O In other words, the ratio of the
standardieviation off,obtained from the approximation above to the true standard deviation deviates
considerably from one. In view of this fact and also since all approximations are based on the
OadmissibleO assumption t@dt # , the randomres hypothesis may be tested by verifying normality

of the observed valudg assuming that the variance is unknown. This can be done ustagta

The original sequence must be partitioned mgo! 20) substrings, on each of which the value of the
universal test statistic is evaluated (for the same value of parareteendQ). The sample variance is
evaluated, and the-valueis

&

References for Test

[1] Ueli M. Maurer, OA Universal Statistical Test for Random Bit Getnes,O Journal of
Cryptology. Vol. 5, No. 2, 1992, pp. 895.

[2] JS Coron and D. Naccache, OAn Accurate Evaluation of Maurer's Universal Test,O Proceedings
of SAC '98 (Lecture Notes in Computer Science). Berlin: Springelag, 1998.

[3] H. Gustafsa, E. Dawson, ,L. Nielsen, W. Caelli, OA computer package for measuring the strength
of encryption algorithms,O Computers & Security. 13 (1994), pp68387

[4] A. J. Menezes, P. C. van Oorschot, S. A. Vanstone, Handbook of Applied Cryptography. Boca
Ratan: CRC Press, 1997.

[5] J. Ziv, C‘)Co’mpression, tests for randomness and estimating the statistical model of an individual
sequence,O Sequences (ed. R.M. Capocelli). Berlin: Sp¥fegag, 1990.

[6] J. Ziv and A. Lempel, A universal algorithm for seqgti@l data compression," IEEE
Transactions on Information Theory. Vol. 23, pp. -33B.

3.10 Linear Complexity Test

This test uses linear complexity to test for randomness. The concept of linear complexity is related to a
popular part of many keystream geaters, namely, Linear Feedback Shift Registers (LFSR). Such a
register of lengti. consists of. delay elements each having one input and one output. If the initial state
of LFSRis €1, E, &1, &), then the output sequence,, (.1, E), satisfies he following recurrent

formula forj $ L

"= (0 6" *E +. " JmOd2.

c1, E, ¢ are coefficients of the connection polynomial corresponding to a given LFSR. An LFSR is said
to generate a given binary sequence if this sequence is the output of the LF@Refamisal state.
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For a given sequenc®= (g1, E, &), its linear complexity (s is defined as the length of the shortest
LFSR that generates$ as its firstn terms. The possibility of using the linear complexity characteristic for
testing randomnesis based on the Berlekasifassey algorithm, which provides an efficient way to
evaluate finite strings.

When the binary-sequence’ is truly random, formulas exist [2] for the mear= EL(S"), and the

n2

variance,” |

:Var(L(s“)) of the linearcomplexityL(s") = L" when then-sequence” is truly random.

The CryptX package [1] suggests that the ra(th1 " /,ln)/#n is close to a standard normal variable, so

that the correspondin@valuescan be found from the normal error functiordded, Gustafson et al. [1]
(p. 693) claim that Ofor largeL(s") is approximately normally distributed with mea2 and a variance

86/81 times that of the standard normal statiztic(L(s”) - 2)1/:—2 .0 This is completely false. Even

the mean valug, does not behave asymptotically precisely/@s and in view of the boundedness of the
variance, this difference becomes significant. More importantly, the tail probabilities of the limiting
distribution are much larger than those of the standard nalistebution.

The asymptotic distribution c(an - Mn)/Un along the sequence of even or odd valugsisfthat of a

discrete random variable obtained via a mixture of two geometric random variables (one of them taking
only negative values). @ttly speaking, the asymptotic distribution as such does not exist. Thencases
even andh odd must be treated separately with two different limiting distributions arising.

Because of this fact the following sequence of statistics is adapted

n 2
T, =(-1)[L, -gn]+§. (6)
Here
n 4+r
"Eot— 7
=57 18 (7)

These statistics, which take only integer values, converge in distribution to the random Varilide

limiting distribution is skewed to the right. Whil(T =0) = % fork=1,2,E

1

P(T=K)=—5. (8)

2
fork=-1,-2, E

1

2
It follows from (8) that
PT" k>0)=— — .
3# 22k$2

for k< 0 (9) shows that
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1

P(T " k) = Q4 p2ksL”

So theP-valuecorresponding to the observed valyg can be evaluated the following way. Let
=[[T,od] +1. Then theP-valueis

1 11
3" 22#$1 + 3" 22#$2 - 22#$l -

In view of the discrete nature of this distribution and the impossibility of attaining the uniform
distribution forP-values the same strategy can be used Weas used with other tests in this situation.
Namely, partition the string of length such that that = MN, into N substrings each of length. For the
test based on the linear complexity statistic (6), evalliptavithin the j-th substring of sizé, and
chooseK+1 classes (depending dh) For each of these substrings, the frequeneigs;, E, w, of
values ofTy, belonging to any ok+1 chosen classes; + v, + E + w =N, are determined. It is
convenient to choose the classes with-paithts atsemiintegers.

The theoretical probabilities, *1, E, *« of these classes are determined from (8) and (9). For this
purposeM has to be large enough for the limiting distribution given by (8) and (9) to provide a
reasonable approximatioll shouldexceed 500. It is recommended thbe chosen so that 500M !
5000.

The frequencies are conjoined by thé-statistic

v oo 5 (SN’
N9%

i=0

which, under the randomness hypothesis, has an approxinfatiistribution withK degrees of freedom.
The reportedP-valueis

% Juiz KIZ'1g ‘K # (ObS

(obS)
&(K 12)2"' 'gam? 2’ )

As before, a conservative condition for the use of' ‘tﬁeapproxmatlon is that

Nmin", #5.

For reasonably large valueshfandN, the following classesK=6) seem to be adequaté: ¥ -2.5},
{-25<T! -1.5},{-1.5<T! -0.5}, {-0.5<T! 0.5},{0.5<T! 1.5} {-1.5<T! 2.5}, {T> 2.5}

The probabilities of these classes ue0.010417*,=0.03125* ,=0.125,* 3=0.5,* ,=0.25, *s=0.0625,
6=0.020833. These probabilities are substantially different from the ones obtained from the normal

approximation for which their numerical values are: 0.0041, 0.0432, 0.1944, 0.3646, 0.2863, 0.0939,
0.0135.
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References for Test

[1] H. Gustafson, E. Dawson, L. Nielsen, gnd W. Caelli (1994), OA computer package for measuring
the strength of encryption algorithms,O Computers and Security. 13, g9 687

[2] A. J. Menezes, P. C. van Oorschot, and S. A. Vanstone (1997), Handbook of Applied
Cryptography. CRC Press, Boca Raton, FL.

[3] R.A. Rueppel, Analysis and Design of Stream Ciphers. New York: Springer, 1986.

3.11 Serial Test

The (generalized) serial test represents a battery of procedures based on testing the uniformity of
distributions ofpatterns of given lengths.

Specifically, foriy, E, im running through thg set of afl @ossible 0,1 vectors of length let )
" ¢ i, denote the frequency of the pattein E, im) in the OcircularizedO string of bitg E, &, 1, E,

gm]_).
Set
w2 n § 2
S UL G Y
m | E im m i,E im
n iE i & ' 2 iE i '
Thus,y? isa" -type statistic, but it is a common mistake to assume’tfjaas the" *-distribution.

Indeed, the frequenci€§ ¢ ; are not independent.

The corresponding generalized serial statistics for the testing of randomness ([1], [2], and [3]) are
" #Z =gt $#m$1

and
" 2#2 =#.; $2#m$1+#r2n$2

(Here" 2 ="2 =0.) Then" #’ has aX’-distribution with 2" degrees of freedom, ard*?, has a
Xz—dlstrlbutlon with 2*2degrees of freedom. Thus, for small valuespfn " #ogz( )$°/c2, one can
find the correspading 2n P-valuesfrom the standard formulas.

P" valud = igam((zmuz'#$ri/2)
P" value = igamc(zm" # 2$n2q/2)

The result for" #22 and the usual counting of frequencies is incorrectly given in [1, p. 181, formula
(5.2)]: +1 should be replaced by,.

The convergence oV1? to the" *-distribution was proven by Good (1953).
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References for Test

[1] I. J. Good (1953), OThe serial test for sampling numbers and other tests for randomness,O Proc.
Cambridge Philos.&.. 47, pp. 27@84.

[2] M. Kimberley (1987), OComparison of two statistical tests for keystream sequences,O Electronics
Letters. 23, pp. 36366.

[3] D. E. Knuth (1998), The Art of Computer Programming. Vol. 2, 3rd ed. Reading: Addison
Wesley, Inc., pp61-80.

[4] A. J. Menezes, P. C. van Oorschot, and S. A. Vanstone (1997), Handbook of Applied
Cryptography. Boca Raton, FL: CRC Press, p. 181.

3.12 Approximate Entropy Test
Approximate entropy characteristics [1] are based on repeating patterns in thdfstrin

V(1) = (" ).

I | L _ _
C _m#{1.1#1<n m,Yj(m)—\(i(m)}_‘?;'

and
1 n+#m

$ logc,

i+1

" (m) —

n+1#m

C!"is the relative frequency of occurrences of the paitgm) in the string, and, Mis the entropy of
the empirical distribution arising dhe set of all 2 possible patterns of length

zm
"™ =3 # log#,

1=1
where*, is the relative frequency of pattdra (i, E, i) in the string.

The approximate entropdpEnof orderm, m$ 1 is defined as
ApEr(m) —n (m) #II (m+1)

with ApEr0) =-, . A\pEn(m) measures the logarithmic frequency with which blocks of lengimat

are close together remain close together for blocks augmented by one position. Thus, small values of
ApEnm) imply strong regularity, or persistence, in a sequencesridtively, large values éfpEnm)

imply substantial fluctuation, or irregularity.O [1, p. 2083].

Pincus and Kalman [2] defined sequence tonberegular (n-random) if its approximate entropy
ApEn(m) takes the largest possible value. They evaluatedtitiga\pEn(m), m= 0, 1, 2 for binary and

decimal expansions &f *,x/fand ~/3 with the surprising conclusion that the expansion/éf
demonstrated more irregularity than that of
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For a fixed block lengthm, one should expect that in long random (irregular) stridgg=nm) " log?2.
The limiting distribution ofn[log2 - ApEn(m)]coincides with that of &”-random variable with™
degrees of freedom. This fgarovides the basis for a statistical test, as was shown by Rukhin [3].

Thus, with" *(0bs = n[log2 # ApEnm)|, the reportedP-valueis
igamd2",# *(ob3 /2).

Actually, this limiting distribution of approximate entropy is more exact for its modifieditlefi as

— (m)
"= $ #illé i |Og#i1|i: i,

bE i

where " i denotes the relative frequency of the templateE( i) in the augmented (or circular)
version of the original string, i.e., in the str(figE ,",,",E ," ). Let ", . =n#, . bethe

L
"

frequency of the pattetin, E, i, Under our definition,”’ VE i :# ;

m,z_ . =N
ihE i

Define the modified approximate entropy as

L£ ik SO that for any

~ (m) ~ (m+1)

Apér(m) =" #"

By Jensen's inequalitypgs” Aper(m)for anym, whereas it is possible thlags< Aper(m).
Therefore, the largest possible value of the modified entropy is meredywdgch is attained whem=
s", and the distribution of ath-patterns is uniform. When calculating the approximateopy for several
values ofm, it is very convenient to have the sum of all frequencies-tdfmplates be equal to

Whenn is large ApEn(m) and its modified version cannot differ much. Indeed, one has with
Fie, =(NSM+D%e,

$#ye, =num+1

bE iy
and” ., #" %, Ym#L Itfollows that

0,

YE #"%i /om—#l-
1 m 1 m n#m+1

— (m)
which suggests that for a fixea," (Mand® must be close for large Therefore, Pincus' approximate
entropy and its modified version aso close, and their asymptotic distributions must coincide.
References for Test

[1] S. Pincus and B. H. Singer, ORandomness and degrees of irregularity,O Proc. Natl. Acad. Sci.
USA. Vol. 93, March 1996, pp. 208%)88.
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[2] S. Pincus and R. E. Kaima@Not all (possibly) OrandomO sequences are created equal,O Proc.
Natl. Acad. Sci. USA. Vol. 94, April 1997, pp. 358318.

[3] A. Rukhin (2000), OApproximate entropy for testing randomness,O Journal of Applied
Probability. Vol. 37, 2000.

3.13 Cumulative Sums (Cusum) Test

This test is based on the maximum absolute value of the partial sums of the sequence represented in the
+1 fashion. Large values of this statistic indicate that there are either too many ones or too many zeros at
the early stages of the segae. Small values indicate that ones and zeros are intermixed too evenly. A
dual test can be derived from the reversed time random walkSthX , +...+ X, ... With this

definition, the interpretation of the test results is modified by replacirge@tly stagesO by the late
stages.O

The test is based on the limiting distribution of the maximum of the absolute values of the partial sums,
maxlsksn|s<|’

Sle (1 Jur2k)’l
Px= +1 ~~ =™ 0d
i & An B \/2nk+2#( ye 2 i
* $ 22"
:i+ #D’ ex (21 D

n M p)
—02i+1 & 87

§—H(z)z>0 (10)

With the test statisti@ = max ,.,|S/(0bg/+/n, the randomness hypothesis is rejected for large values
S,/(0bs) INn) =1 G(MmaXy, IS, |(0bs) 1)
where the functioi®(2) is defined by the formula (11).

of z, and the correspondirgvalueis 1" H(max#k#n

The serie#d(2) in the last line of (10) converges quickly asftbuld be used for numerical calculation
only for small values of. The functionG(2) (which is equal tdd(2) for all 2) is preferable for the

calculation for moderate and large valuesidx. .. ,|S|(0bg IIn,

+ (#1)“ex p)/#%(d

\/ZT ’#
- S () (2 39

k="$

=" () #" (#z)+ 2C3B/d#1)k[" ((2x +1)z)#" (2« #1)z)]

=" (#" (#z)#zo/({z" (ak#1)2)#" ((4k+1)2)#" ((4k#3)2)]
" #(2) $# ($2) $2[2# (32) $# (52) $# (2)]

., 4 % 22(
1# — @ expsH— ) , (11)

where, (X) is the standard normal distribution.
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More directly, using Theorem 2.6, p. 17 of Revesz [2], one obtains

P([pkgrﬁSJ # z)
=1" é P((4k" 1)z< S, <(4k+1)2)

k="#
#

+$ P((4k+1)z< S, <(4k+3)2).

k="#

This formula is used for the evaluation of tr@alueswith
z=mays, (obs)|//n .

The randomness hypothesis is rejected for large values of

References for Test
[1] Frank Spitzer, Principles of Randd/Nalk. Princeton: Van Nostrand, 1964 (especially p. 269).
[2] Pal Revesz, Random Walk in Random And NRamdom Environments. Singapore: World

Scientific, 1990.

3.14 Random Excursions Test
This test is based on considering successive sums of the bingpllster minus simple ones) as a one

dimensional random Walk.\ The test detects deviations from the distribution of the number of visits of the
random walk to a certain Ostate,O i.e., any integer value.
Consider the random wafk = X, + E + X, as a sequee of excursions to and from zero

(iE .1):S,=5,,=0S#0forl$ k$1.

LetJ denote the total number of such excursions in the string. The limiting distribution for this (random)
number] (i.e., the number of zeros among the s@nk =1, 2, E, n when§ = 0) is known to be

; $J '_ 2 7 02
Llun;P&/—ﬁ<zz—\/;,oe duz>0. (12)

The test rejects the randomness hypothesis immediatkly tbo small, i.e., if the followin§-valueis
small:

P(J<J(obg) \/g f)/ésuz/zdu: Pf%, JZ(ZC;]bS)ZL

If J< max(0.005\/ﬁ,500), the randomness hypothesis is rejected. @itise the number of visits of the
random walkSto a certain state is evaluated.
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Let - (x) be the number of visits tqg x. 0, during one @xcursion. Its distribution is derived in Revesz
[2] and Baron and Rukhin [1]:

P(5(x)=0)=1- i (13)

andbrk—l,Z,E
( ( )_k)_L I_L - (14)
P(E(x)=k)=—

2}

This means tha#(x) = 0 with probability 1- 1/2|x|; otherwise (with probability 1/2|x§(x) coincides with
a geometric random variable with the parameter 1/2|x|.

It is easy to see that
E"(x)=1,

and
Var(" (x)) = 4|x| #2.

A useful formula is:

0/ a
P("(x)#a+1)=2xP("(x)=a+1)= 2|1X|'&f$ﬂ§ a=0,12,. (15)

The above results are used for randomness testing in the following way. For a OrepresentativeO collection
of x-values (say, 1 x! 7or-7! x! -1:-4! x! 4 is usedn the test suite code), evaluate the observed
frequencies,(x) of the numbek of visits to the state duringJ excursions which occur in the string. So

") =H# szl”k'(x) with v/(x) =1 if the number of visits t& during thejth exairsion { = 1, E, J) is

exactly equal t&, and "/ (x) =0 otherwise. Pool the values &) into classes, sak,= 0, 1, E, 4 with
an additional class & 5. The theoretical probabilities for these classes are:

"o =P#x) =0)=1$ —— ||
% k$1
=PEX) =k = : '10$ﬁ( k=1E ,4;
s =PAHX$5) = (1%—+

These probabilities have the form
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mo(X) m(X) m(X) m3(X) m4(X) 5(X)
x=1 0.5000 0.2500 | 0.1250 | 0.0625 0.0312 0.0312
X=2 0.7500 0.0625 | 0.0469 | 0.0352 0.0264 0.0791
X=3 0.8333 0.0278 | 0.0231 | 0.0193 0.0161 0.0804
X=4 0.8750 0.0156 | 0.0137 | 0.0120 0.0105 0.0733
Xx=5 0.9000 0.0100 | 0.0090 | 0.0081 0.0073 0.0656
X=6 0.9167 0.0069 | 0.0064 | 0.0058 0.0053 0.0588
X=7 0.9286 0.0051 | 0.0047 | 0.0044 0.0041 0.0531

Compare these frequencies to the theoreticasaising the*test,

_& (#.(0) $/%(x))’

B S TTe

which, for anyx under the randomness hypothesis, must have approximaX&lgliatribution with 5
degrees of freedom. This is a valid test wilmin"”  (x) #5, i.e., ifJ$ 500. (The test suiteode uses
m(x=4) for minm(x).) If this condition does not hold, values&fk) must be pooled into larger classes.

The corresponding battery Bfvaluesis reported. These values are obtained from the formula

¥ P;g;,# ob3(),

References for Tst

[1] M. Baron and A. L. Rukhin, ODistribution of the Number of Visits For a Random Walk,0
Communications in Statistics: Stochastic Models. Vol. 15, 1999, pg5993

[2] Pal Revesz, Random Walk in Random and mmdom Environments. Singapore: Worldiehtific,
1990.

[3] Frank Spitzer, Principles of Random Walk. Princeton: Van Nostrand, 1964, (especially p. 269).

3.15 Random Excursions Variant Test

An alternative to the random excursions test can be derived as follows. Using the notation of the previous
subsection, leg;(x) be the total number of visits xaduringJ excursions. (The test suite code assumes J

$ 500.) Sinces, renews at every zer§;(x) is a sum of independent identically distributed variables with

the same distribution a%x) = &£(x). Therefore, the limiting distribution &f(x),

& . )
imp(- 2N+ )

mEI(Ax o) F

is normal. The randomness hypothesis will be rejected wheprthtue
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(b9 # 3
§/23(4)x|#2) 2

is small.
References for Test

[1] M. Baron and A. L. Rukhin, ODistribution of tNember of Visits For a Random Walk,O
Communications in Statistics: Stochastic Models. Vol.15, 1999.

[2] Pal Revesz, Random Walk in Random and kmmdom Environments. Singapore: World
Scientific, 1990.

[3] Frank Spitzer, Principles of Random Walk. Prioce Van Nostrand, 1964 (especially p. 269).

3-25






A STATISTICAL TEST SUITE FOR RANDOM AND PSEUDORANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS

4. Testing Strategy and Result Interpretation

Three topic areas will be addressed in this section: (1) strategies for the statistical analysis of a random
number generator, (2) the interpretation of empinieallts using the NIST Statistical Test Suite, and (3)
general recommendations and guidelines.

4.1 Strategies for the Statistical Analysis of an RNG
In practice, there are many distinct strategies employed in the statistical analysis of a random number

generadr. NIST has adopted the strategy outlined in Figure 1. Figure 1 provides an architectural
illustration of the five stages involved in the statistical testing of a random number generator.

Stage 1: Selection of a Generator

Select a hardware or softreabased generator for evaluation. The generator should produce a binary
sequence of 00s and 10s of a given lengtkamples of pseudorandom generators (PRNG) that may be
selected include a DESased PRNG from ANSI X9.17 (Appendix C), and two furthethds that are
specified in FIPS 186 (Appendix 3) and are based on the Secure Hash Algorithri Y @Héthe Data
Encryption Standard (DBS

Stage 2: Binary Sequence Generation

For a fixed sequence of lengttand the preselected generator, constracset ofn binary sequences and
save the sequences to afile

Stage 3. Execute the Statistical Test Suite

Invoke the NIST Statistical Test Suite using the file produced in Stage 2 and the desired sequence length.
Select the statistical tests and velet input parameters (e.g., block length) to be applied.

Stage 4: Examine thd?-values

An output file will be generated by the test suite with relevant intermediate values, such as test statistics,
andP-valuesfor each statistical test. Based on thesalues a conclusion regarding the quality of the
sequences can be made.

Stage 5: Assessment: Pass/Fail Assignment

For each statistical test, a setRaalues(corresponding to the set of sequences) is produced. For a fixed
significance level, a ct&in percentage d?-valuesare expected to indicate failure. For example, if the
significance level is chosen to be 0.01 (ice5 0.01), then about 1 % of the sequences are expected to
fail. A sequence passes a statistical test whenevéxvakie> o and fails otherwise. For each

statistical test, the proportion of sequences that pass is computed and analyzed accordingly. More in
depth analysis should be performed using additional statistical procedures (see Section 4.2.2).

" Sample data may also be obtained from George Marsaggiatiom Number CDROMt
http://stat.fsu.edu/pub/diehard/cdrom/
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4.2 The Interpretation of Em pirical Results

Three scenarios typify events that may occur due to empirical testing. Case 1: The analys$is of the
valuesdoes not indicate a deviation from randomness. Case 2: The analysis clearly indicates a deviation
from randomness. Case 3. Thalgsis is inconclusive.

The interpretation of empirical results can be conducted in any number of ways. Two approaches NIST
has adopted include (1) the examination of the proportion of sequences that pass a statistical test and (2)
the distribution oP-valuesto check for uniformity. The filéinalAnalysisReport.txt contains the results

of these two forms of analysis.

In the event that either of these approaches fails (i.e., the corresponding null hypothesis must be rejected),
additional numerical expignents should be conducted on different samples of the generator to determine
whether the phenomenon was a statistical anomaly or a clear evidencerahdomness.

4.2.1 Proportion of Sequences Passing a Test
Given the empirical results for a particular istital test,

0 compute the proportion of sequences that pass. For
994352 : example, if 1000 binary sequences were testedrfi.e.,
* * ) 1000, « = 0.01(the significance level), and 996 binary
£ oo : sequences haetvalues= .01, then the proportion is
& .. et . 996/1000 = 0.9960
905608 - *
e . Therange of acceptable proportions is determined using
ol the confidence intervalefined asp + 3‘ /W ,

1234567830012 BMISIE wherep = 1-/ , andmis the sample size. If the proportion

Tests

3 falls outside of this interval, then there is evidence that th
data is norrandom. Note that other standard deviation
values could be used. For the example above, the

Figure 4 -1: P-value Plot

99.01)
1000
can be illustrated using a graph as showkigure 41. The confidence interval was calculated using a
normal distribution as an approximation to the binomial distribution, which is reasonably accurate for
large sample sizes (e.g.$ 1000).

confidence interval ise9= 3 =.99=0.0094392 (i.e., the proportion should lie above 0.9805607. This
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4.2.2 Uniform Distribution of P-values
The distribution ofP-valuesis examined to ensure

35 uniformity. This may be visually illustrated using a
histogram (see Figure2), whereby, the interval
between 0 and 1 is divided into 10 sakervals, and the
— P-valuesthat lie within each submterval are counted
and dispayed.

w
=1

~
o3

|
|

Uniformity may also be determined via an application of
a% test and the determination oPavalue

corresponding to the GoodnesfsFit Distributional Test
on theP-valuesobtained for an arbitrary statistical test
(i.e., aP-valueof theP-values). This is accomplished

Frequency Counts
G

o

v

. 0(Fi - 910)° .
0 01 02 03 04 05 o0& 07 08 0% 1 bycomputmgxz=2A,Where|:i|sthe
Figure 4 -2: Histogram of P -values i=1 %O

number ofP-valuesin subintervali, ands is the sample

size. AP-valueis calculated such th&tvaluer =

2
igamc(%," 4) . If P-valuer = 0.0001 then the sagences can be considered to be uniformly

distributed. Additionally, to provided statistically meaningful results at least 55 sequences must be
processed.

4.3 General Recommendations and Guidelines

In practice, many reasons can be given to explain why sdates failed a statistical test. The following
is a list of possible explanations. The list was compiled based upon NIST statistical testing efforts.

(&) Anincorrectly programmed statistical test.

Unless otherwise specified, it should be assumddhtktatistical test was tailored to handle a
particular problem class. Since the NIST test code has been written to allow the selection of
input parameters, the code has been generalized in any number of ways. Unfortunately, this
doesn't necessarily tralate to coding ease.

A few statistical tests have been constrained with artificial upper bounds. For example, the
random excursions tests are assumed to be no more than maxqP cycles.

Conceivably, fixed parameters may have to be increaspénding on experimental
conditions.

(b) An underdeveloped (immature) statistical test.

There are occasions when either probability or complexity theory isnOt sufficiently developed
or understood to facilitate a rigorous analysis of a statistical test.

Over time, statistical tests are revamped in light of new results. Since many statistical tests

are based upon asymptotic approximations, careful work needs to be done to determine how
good an approximation is.
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(c) An improper implementation of a random number generator.

It might be plausible that a hardware RNG or a software RNG has failed due to a flaw in the
design or due to a coding implementation error. In each case, careful review must be made to
rule out this possibility.

(d) Improperly writt en codes to harness test input data.

Another area that needs to be scrutinized is the harnessing of test data. The test data
produced by a (P)RNG must be processed before being used by a statistical test. For
example, processing might include dividimg toutput stream from the (P)RNG into
appropriate sized blocks, and translating the 00s to negative ones. On occasion, it was
determined that the failures from a statistical test were due to errors in the code used to
process the data.

(e) Poor mathemaical routines for computing P-values

Quality math software must be used to ensure excellent approximations whenever possible.
In particular, the incomplete gamma function is more difficult to approximate for larger
values of the constaat Eventually P-valueformulas will result in bogus values due to
difficulties arising from numerical approximations. To reduce the likelihood of this event,
NIST has prescribed preferred input parameters.

(f) Incorrect choices for input parameters.

In practice, a sitistical test will not provide reliable results for all seemingly valid input
parameters. It is important to recognize that constraints are made upon tests-bg-tet#st
basis. Take the Approximate Entropy Test, for example. For a sequence letiyghooder
of 1¢°, one would expect that block lengths approachiggn would be acceptable.
Unfortunately, this is not the case. Empirical evidence suggests that bayonid, the
observed test statistic will begin to disagree with the expected tialparticular, for known
good generators, such as SHA Hence, certain statistical tests may be sensitive to input
parameters.

Considerations must often be made regarding the numerical experimentation input
parameters, namely: sequence length, sasipk, block size and template.

Sequence Length

The determination as to how long sequences should be taken for the purposes of statistical
testing is difficult to address. If one examines the FIPS1ld@atistical tests, it is evident
that sequencesesuld be about 20,000 bits long.

However, the difficulty with taking relatively short sequence lengths is problematic in the

sense that some statistical tests, such as MaurerOs Universal Statistical Test, require extremely
long sequence lengths. Onetloé reasons is the realization that asymptotic approximations

are used in determining the limiting distribution. Statements regarding the distribution for
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certain test statistics are more difficult to address for short length sequences than their longer
length counterparts.

Sample Size

The issue of sample size is tied to the choice of the significance level. NIST recommends
that, for these tests, the user should fix the significance level to be at least 0.001, but no larger
than 0.01 A sample sizéhat is disproportional to the significance level may not be suitable.
For example, if the significance levél)(is chosen to be 0.001, then it is expected that 1 out

of every 1000 sequences will be rejected. If a sample of only 100 sequences id,selecte

would be rare to observe a rejection. In this case, the conclusion may be drawn that a
generator was producing random sequences, when in all likelihood a sufficiently large

enough sample was not used. Thus, the sample should be on the ordémafrteeof the
significance level¢Y). That s, for a level of 0.001, a sample should have at least 1000
sequences. ldeally, many distinct samples should be analyzed.

Block Size

Block sizes are dependent on the individual statistical test. Iragieeof Maurer's Universal
Statistical test, block sizes range from 1 to 16. However, for each specific block size, a
minimum sequence length should be used. If the block size were fixed at 16, a sequence of
more than a billion bits would be required.rBome users, that may not be feasible.

Intuitively, it would seem that the larger the block size, the more information could be gained
from the parsing of a sequence, such as in the Approximate Entropy test. However, a block
size that is too large shlal not be selected either, for otherwise the empirical results may be
misleading and incorrect because the test statistic is better approximated by a distinct
probability distribution. In practice, NIST advises selecting a block size no larger than

llog, n", wheren is the sequence length. However, certain exceptions hold, and thus NIST
suggests choosing a smaller block size.

Template

Certain statistical tests are suited for detecting globalrandomness. However, other
statistical tets are more apt at assessing locatramiomness, such as tests developed to
detect the presence of too mampit patterns in a sequence. Still, it makes sense that

templates of a block size greater thdmg, N" should not be chosenpsk frequency counts

will most probably be in the neighborhood of zero, which does not provide any useful
information. Thus, appropriate choices must be made.

Other Considerations

In principle, there are many commonly occurring questions regardingmareds testing.
Perhaps the most frequently asked questioHisy'many tests should one applyln
practice, no one can truly answer this question. The belief is that the tests should be
independent of each other as much as possible.

8 Note that for FIPS 148, thesignificance level has been set to 0.0001 for the power up tests.
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Another, frequery asked question concerns the need for applying a monobits test (i.e.,
Frequency test), in lieu of MaurerOs Universal Statistical test. The perception is that Maurer's
Universal Statistical test supercedes the need to apply a monobits test. Thisdrtayetiolr

infinite length sequences. However, it is important to keep in mind that there will be
instances when a finite binary sequence will pass Maurer's Universal Statistical test, yet fail
the monobits test. Because of this fact, NIST recommentthéh&requency test be applied

first. If the results of this test support the null hypothesis, then the user may proceed to apply
other statistical tests.

4.4  Application of Multiple Tests

Given a concern regarding the application of multiple tests, NI&odrpged a study to determine the
dependence between the tests. The performance of the tests was checked by using a Kelmogorov
Smirnov test of uniformity on thie-valuesobtained from the sequences. However, it required an
assumption that the sequencest tliere generated to test uniformity were sufficiently random. There are
many tests in the suite. Some tests should intuitively give independent answers (e.g., the frequency test
and a runs test that conditions on frequencies should assess complitentdifspects of randomness).
Other tests, such as the cusum test and the runs test, résublinesthat are likely to be correlated.

To understand the dependencies between the tests in order to eliminate redundant tests, and to ensure that
the tess in the suite are able to detect a reasonable range of patterned behaviors, a factor analysis of the
resultingP-valueswas performed. More precisely, in order to assess independesequences of

binary pseudorandom digits were generated, each ahlengnd allk=161 tests in the suite were applied

to those sequences to determine their randomness. Each test produced a significance probability; denote
by p; the significance probability of tesbn sequenci

Given the uniformly distributeq; , the transformatiorg; =" ! l(pij ) leads to normally distributed

variables. Let; be the vector of transformed significance probabilities corresponding itd skquence.

A principal components analysis was performed orgthé , z,. Usudly, a small number of

components suffices to explain a great proportion of the variability, and the number of these components
can be used to quantify the number of Odimensions'O of nonrandomness spanned by the suite tests. The
principal component anais of this data was performed. This analysis extracts 161 factors, equal to the
number of tests. The first factor is the one that explains the largest variability. If many tests are
correlated, theiP-valueswill greatly depend on this factor, and tinaction of total variability explained

by this factor will be large. The second factor explains the second largest proportion of variability, subject
to the constraint that the second factor is orthogonal to the first, and so on for subsequent figctors. T
corresponding fractions corresponding to the first 50 factors were plotted for the tests, based on Blum
Blum-Shub sequences of length 1,000,000. This graph showed that there is no large redundancy among
our tests.

The correlation matrix formed fromelz;, E , z,was constructed via a statistical software application
(SAS). The same conclusion was supported by the structure of these matrices. The degree of duplication
among the tests seems to be very small.
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5. UserOs Guide

This section describes tlsetup and proper usage of the statistical tests developed by NIST that are
available in the NIST test code. Descriptions of the algorithms and data structures that were utilized are
included in this section.

5.1 About the Package

This toolbox was specifitlg designed for individuals interested in conducting statistical testing of
cryptographic (P)RNGs. Several implementations of PRNGs utilized during the development phase of
the project have also been included.

This package will address the problenewéluating (P)RNGs for randomness. It will be useful in:

identifying (P)RNGs which produce weak (or patterned) binary sequences,
designing new (P)RNGs,

verifying that the implementations of (P)RNGs are correct,

studying (P)RNGs described in standardsl an

investigating the degree of randomness by currently used (P)RNGs.

KK KKK

The objectives during the development of the NIST statistical test suite included:

+#

Platform Independence: The source code was written in ANSI C. However, some modification
may have to & made, depending on the target platform and the compiler.

Flexibility: The user may freely introduce their own math software routines.

Extensibility: New statistical tests can easily be incorporated.

Versatility: The test suite is useful in performitegts for PRNGs, RNGs and cipher algorithms.
Portability: With minor modifications, source code may be ported to different platforms. The
NIST source code was ported to a Windows XP system running Visual Studio 2005 compiler and
a Ubuntu Linux system ruming gcc.

Orthogonality: A diverse set of tests is provided.

Efficiency: Linear time or space algorithms were utilized whenever possible.

KK K K

K K

5.2 System Requirements

This software package was originally developed on a SUN workstation under the Solaris operating
system. All of the source code was written in ANSI C. The latest revisions were done on an Apple
MacBook Pro with an Intel Core 2 Duo processor using the gcc compiler.

In practice, minor modifications may have to be introduced during the porting pinaasler to ensure

the correct interpretation of tests. In the event that a user wishes to compile and execute the code on a
different platform, sample data and the corresponding results for each of the statistical tests have been
provided. In this mamer, the user will be able to gain confidence that the ported statistical test suite is
functioning properly. For additional details see Appendix B.

For the majority of the statistical tests, memory must be allocated dynamically in order to procéeal. In
event that workspace cannot be provided, the statistical test returns a diagnostic message.
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5.3 How to Get Started

To setup a copy of the NIST test code on a workstation, follow the instructions below.

¥

Copy thests.tarfile into the root directory.Use the instructioriar -xvf sts.tar, to
unbundle the source code.

Six subdirectories and one file should have been created. The subdirectories ar:
data/, experiments/, include/, obj/, srcandtemplates/. The file ismakefile

Thedata/ subdrectory is reserved for prexisting RNG data files that are under
investigation. Currently, two formats are supported, i.e., data files consisting of
ASCII zeroes and ones, and binary data files.

Theexperiments/subdirectory will be the repositonf the empirical results for the
statistical tests. Several subdirectories should be contained in it. These include
AlgorithmTesting/, BBS/, CCG/, GSHA1/, LCG/, MODEXP/, MS/, QCG1/,
QCG2/,andXOR/. All but the first of these subdirectories is meanstiare the
results for the corresponding PRNG. TlgorithmTesting/ subdirectory is the
default subdirectory for empirical results corresponding to RNG data stored in th
data/ subdirectory.

Theinclude/ subdirectory contains the header files fordtaistical tests, pseudo
random number generators, and associated routines.

Theobj/ subdirectory contains the object files corresponding to the statistical test
pseudo random number generators and other associated routines.

Thesrc/ subdirectoy contains the source codes for each of the statistical tests.

Thetemplates/subdirectory contains a series of fariodic templates for varying
block sizes that are utilized by tN®nOverlapping Templatesstatistical test.

User prescribed mditiations may be introduced in several files. This will be
discussed subsequently in Section 5.5.2 and Appendix A.

Edit themakefile Modify the following lines:
(a)CC (your ANSI C compiler)
(b) ROOTDIR (the root directory that was prescribedler in the process, e.g.,

rng/)

Now executenakefile An executable file nameassesshould appear in the project
directory.

The data may now be evaluated. Type the followegsess <sequencelLengthe.g.,
assess 1000000.

Follow the menwprompts.
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5.4 Data Input and Output of Empirical Results
5.4.1 Data Input

Data input may be supplied in one of two ways. If the user has aatarelprogram or hardware device

which implements a RNG, the user may want to construct as many files of arbitrdhydergsired.

Files should contain binary sequences stored as either ASCII characters consisting of zeroes and ones, or
as binary data where each byte contains eight bits worth of 00s and 10s. The NIST Statistical Test Suite
can then independently examithese files.

In the event that storage space is a problem, the user may want to modify the reference implementation
and plugin their implementation of the PRNG under evaluation. The bit streams will be stored directly
in theepsilondata structurewhich contains binary sequences.

5.4.2 Output of Empirical Results

The output logs of empirical results will be stored in two figgatsandresults that correspond
respectively to the computational information e.g., test statistics, intermediate paraametiérgalues
for each statistical test applied to a data set.

If these files are not properly created, then it is most probably due to the inability to open the files for
output. See Appendix C for further details.

5.4.3 Test Data Files

Six sample files hawvbeen created and are contained irdtta/ subdirectory. Four of these files

correspond to the Mathematiagenerated binary expansion of several classical numbers for over
1,000,000 bhits. These files atata.e data.pi data.sqrt2 anddata.sqrt3 The Mathematica program

used in creating these files can be found in Appendix F. A fifthddeashal, was constructed utilizing

the SHA1 hash function. The final sample file is one produced by a biased PRNG and is intended to fail
certain statistidatests.

5.5 Program Layout

The test suite package has been decomposed into a series of modules which include the: statistical tests
and (pseudo)random number generators, empirical results (hierarchical) directories, and data.

The three primary componentsthe NIST test suite are the statistical tests, the underlying mathematical
software, and the pseudo random number generators under investigation. Other components include the
source code library files, the data directory and the hierarchical direetqrgr{mentd) containing the

sample data files and empirical result logs, respectively.

5.5.1 General Program

The NIST test suite contains fifteen tests which will be useful in studying and evaluating the binary
sequences produced by random and pseudo randmimengenerators. As in previous work in this field,
statistical tests must be devised which, under some hypothesized distribution, employ a particular test
statistic, such as the number of runs of ones or the number of times a pattern appears @éambiTsie
majority of the tests in the test suite either (1) examine the distribution of zeroes and ones in some

® Mathematica, Stephen WolframOs Computer Algebra Systétm//www.wolfram.com/
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fashion, (2) study the harmonics of the bit stream utilizing spectral methods, or (3) attempt to detect
patterns via some generalized patteatahing technique on the basis of probability theory or information
theory.

5.5.2 Global Parameters

In practice, any number of problems can arise if the user executes this software in unchartered domains.
It is plausible that sequence lengths well beyondeseng procedure (i.e., on the orderl6f) may be

chosen. If memory is available, there should not be any reason why the software should fail. However,
in many instances, user defined limits are prescribed for data structures and workspace. UWnder thes
conditions, it may be necessary to increase certain parameters, such as the NUMOFTEMPLATES.
Several parameters that may be modified by a user are listed in Thble 5

Table 5-1 User Prescribed Statistical Test Parameters

Source Code Parameter Default Parameter Description/Definition
ALPHA 0.01 Significance Level
MAXNUMOFTEMPLATES 40 Non-overlapping Templates Test
NUMOFTESTS 16 Max number of tests
NUMOFGENERATORS 12 Max number of PRNGs

The parameteALPHA denotes the significance level that determines the region of acceptance and
rejection. NIST recommends thatPHADbe in the range [0.001, 0.01].

The parameteMAXNUMOFTEMPLATE $hdicates the maximum number of nperiodic templates that
may be exeded by the Nonoverlapping Template Matchings test. For templates of siZ& up to 148
possible norperiodic templates may be applied.

The parametedUMOFTESTSndNUMOFGENERATORSorrespond to the maximum number of tests
that may be defined in thest suite, and the maximum number of generators specified in the test suite,
respectively.

5.5.3 Mathematical Software

Special functions required by the test suite arértbemplete gamma functiand thecomplementary
error function Thecumulative distribubn function also known as th&andard normal functians also
required, but it can be expressed in terms of the error function.

One of the initial concerns regarding the development of the reference implementation was the
dependencies that were re@uirin order to gain reliable mathematical software for the special functions
required in the statistical tests. To resolve this matter, the test suite makes use of the following libraries:

The Fast Fourier Transform routine was obtainddtat//www.netlib.org/fftpack/fft.c
The normal function utilized in this code was expressed in terms of the error function.

Standard Normal (Cumulative Distribution) Function

R ST I YP
$(z)—\/2_%!#"e du
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The complemeatry error function€rfc) utilized in the package is the ANSI C function contained in the
math.hheader file and its corresponding mathematical library. This library should be included during
compilation.

Complementary Error Function
2 & _p
erfc(2) = —f e du
Tk
The incomplete gamma function is based on an approximation formula whose origin is described in the
Handbook of Applied Mathematical Functidid$ and in theNumerical Recipes in Gook [6].

Depending on the values of its parameteandx, the incanplete gamma function may be approximated
using either a continued fraction development or a series development.

Gamma Function

| (2) =" t™edt

Incomplete Gamma Function

$(a’X) nX #tya#l
%a) ! %a) L€t dt

whereP(a,0) = OandP(a,») = 1.

P(a,x) !

Incomplete Gamma Function

%a,x) | 1
%a) = %a)

where Q(a,0) =1 and Q) =0.

Q(a,x)! 1" P(a,x)! # et it

NIST has chosen to use tBephesC language special functions math library in the test software.
Cerphes may be found fattp://www.moshier.net/ Cephesr on the GAMS server at
http://gams.nist.gov/serve.cgi/Package/CEPHHEB¢ specific functions that are utilized ayamc (for
the complementary incomplete gamma function) lgadh (for the logarithmic gamma function).

5.6 Running the Test Code

A sample NIST Statistical Test Suite monolog is described below. Note: In this section bold items
indicate input.

In order to invoke the NIST statistical test suite, tgpsessfollowed by the desired bit stream length,
For exampleassessl00000 A series of menu prompts will be displayed in order to select the data to be
analyzed and the statistical tests to be applied. The first screen appears as follows:
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GENERATOR OPTIONS

[00] Input File [01] Linear Congruential

[02] Quadratic Congruential | [03] Quadratic Congruential Il
[04] Cubic Congruential [05] XOR

[06] Modular Exmpnentiation [07] Blum-Blum-Shub

[08] Micali-Schnorr [09] G Using SHA1
OPTION-->0

User Prescribed Input Fildata/data.pi

Once the user has prescribed a particular data set or PRNG, the dttaistida be applied must be
selected. The following screen is displayed:

STATISTICAL TESTS
[01] Frequency [02] Block Frequency
[03] Cumulative Sums [04] Runs
[05] Longest Runs of Ones [06] Rank

[07] Spectrat Discrete Fourier Transform [08] Nonperiodic Template Matchings
[09] Overlapping TemplatMatchings [10] Universal Statistical

[11] Approximate Entropy [12] Random Excursions

[13] Random Excursions Variant [14] Serial

[15] Linear Complexity

INSTRUCTIONS
Enter 0 if you DO NOT want to apply all of the
statistical tests to each sequence and 1 if you DO.

Enter Choice0

In this case, 0 has been selected to indicate interest in applying a subset of the available statistical tests.
The following screen is then displayed.

INSTRUCTIONS
Enter a O or 1 to indicate whether or not the numbered
statistical test should be applied to each sequence. For
example, 111111111111111 applies every test to each
sequence.

123456789111111
012345
000000001000000
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As shown above, thenty test applied was number 9, the Nonoverlapping templates test. A query for the
desired sample size is then made.

How many bit streams should be generate@?

Ten sequences will be parsed usingdht.pifile. Since a file was selected as the data specification
mode, a subsequent query isdeaegarding the data representation. The user must specify whether the
file consists of bits stored in ASCII format or hexadecimal strings stored in binary format.

Input File Format:

[0] ASCII DA sequence of ASCII 00s and 10s

[1] BinarybEach byte in data file contains 8 bits of data
Select input moded

Since the data consists of a long sequence of zeroes and arassclBosen. Given allecessary input
parameters the test suite proceeds to analyze the sequences.

Statistical Testindgn Progress.........

Once the testing process is complete, the empirical results can be foundxpehments/subdirectory.

Upon completion, an wdepth analysis is performed to simplifyethnalysis of empirical results. Two

types of analyses are conducted. One type examines the proportion of sequences that pass a statistical
test. The other type examines the distribution oPHvaluesfor each statistical test. More details are
suppled in the following section.

5.7 Interpretation of Results

An analytical routine has been included to facilitate interpretation of the results. A file
finalAnalysisReport is generated when statistical testing is complete. The report contains a summary of
empirical results as described in Section 4.2. The results are represented via a tgbtewsthndy

columns. The number of rows, corresponds to the number of statistical tests applied. The number of
columnsg = 13, are distributed as follows:lamns 110 correspond to the frequency of/&lues’,

column 11 is the Ralue that arises via the application of asthiare test, column 12 is the proportion

of binary sequences that passed, and tiec@Bimn is the corresponding statistical test. example is

shown in Figure 8.

9 The unit interval has been divided into ten discrete bins.

11 Used to assess the uniformity o/Blues in the'? statistical test. Value is undefined if less than 10 sequences are processed.
As noted Section 4.2 at least 55 sequences must be processed to derive statistically meaningful results for theofiniformity
p-values.
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Cl C2 C3 C4 C5 C6 C7 C8 C9 Cl10 P-VALUE PROPORTION STATISTICAL TEST
6 12 9 12 8 7 8 12 15 11 0.616305 0.9900 Frequency

11 11 12 6 10 9 8 9 17 7 0.474986 0.9900 Cusum
6 10 8 14 16 10 10 6 5 15 0.129620 0.9900 Cusum

7 9 9 11 11 11 8 12 12 10 0.978072 0.9900 Serial

13 6 13 15 9 7 3 11 13 10 0.171867 0.9600 Serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.960150 for a sample
size = 100 binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.

Figure 5-1 Depiction of the Final Analysis Report
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Appendix A N Source Code
Al Hierarchical Directory Structure
sts/
assess The NIST Statistical Test Suite executable file is cadleskss This file will be

generated upon execution of the includeakefile

makefile The NST Statistical Test Suitmakefile This file is invoked in order to build
the entire test suite and produce the executabladgdess

data/ This subdirectory contains sample data files to be analyzed. These include the
binary expansions to well kmm constants such a&s, «/E and\/§.

experiments/ This subdirectory contains the empirical result subdirectories for each RNG.

AlgorithmTesting/ BBS/
CCcaG/ G-SHA-1/
LCG/ MODEXP/
MS/ QCGl/
QCG2/ XOR/

For each subdirectory there is a set of nested directories, that is,

ApproximateEntropy/ BlockFrequency/
CumulativeSums/ FFT/

Frequency/ LinearComplexity/
LongestRun/ NonOverlappingTemplates/
OverlappingTemplates/ Randontxcursions/
RandomExcursionsVariant/ Rank/

Runs/ Serial/

Universal/

For each nested directory there are two files created upon execution of an
individual statistical test. Theesultsfile contains @-valuelist for each binary
sequence, and thsatsfile contains a list of statistical information for each
binary sequence.

include/ This subdirectory contains all of the header files that prescribe any global
variables, constants, and data structures utilized in the reference implementation.
In addtion, the subdirectory contains all function declarations and prototypes.

cephes.h config.h
decls.h defs.h
externs.h generators.h
genutils.h matrix.h
stat_fncs.h utilities.h
obj/ This subdirectory contains the object files correspaydld the source code files.

These files will be generated upon execution of the includkEfile

A-1
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src/

templates/

This subdirectory contains the source codes for the statistical tests.

approximateEntropy.c: Approximate Entropy Test

assess.c
blockFrequency.c
cephes.c
cusum.c

dfft.c

: The drivemprogram for this package

. Block Frequency Test

. Defines the incomplete gamma function
: Cumulative Sums Test

: The discrete fourier transform routine

dlscreteFourlerTransform (o

frequercy.c
generators.c
genutils.c
linearComplexity.c

matrix.c

. Spectral Test

: Frequency Test

. Source code for the builth generators
. Support routines for the generators

. Linear Complexity Test
longestRunOfOnes.c :
: Source code fohe determination of rank

Longest Run Of Ones Test

for binary matrices

nonOverlappingTemplateMatchings.c

: Nonoverlapping Template Matchings Test

OverlappingTemplateMatchings.c

randomExcursions.c

: Overlapping Template Matchings Test
: Random Excursions Test

randomExursmnsVarlant (o

rank.c
runs.c
serial.c
universal.c
utilities.c

This subdirectory contains the templates (or pattehad)dre evaluated in the
NonOverlapping Template Matching Test.
the prescribed template block length Currently, the only options for which
nonperiodic templates have been stored are those that lie in [2,21fje daent

: Random Excursions Variant Test
. Rank Test

. Runs Test

. Serial Test

: Universal Test

. Utility functionsE

thatm > 21, the user must preompute the noperiodic templates.

template2 template3 template4 template5 template6

template7 template8 template9 templatel0 templatell
templatel2 templatel3 templatel4 templatel5 templatel6
templatel7 templatd8 templatel9 template20 template2l

A-2
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A.2 Configuration Information

The following parameters are available in the diéds.h

1. #define ALPHA 0.01
2. #define MAXNUMOFTEMPLATES 148
3. #define NUMOFTESTS 15
4. #define NUMOFGENERATORS 10
5. #define MAXFILESPERMITTEDFORPARTITION 148

Lines 15 correspond to test suite parameters that have been preset. Under various conditions, the user
may decide to modify them.

Line 1 refers to the significance level. It is recommended ieatger select the level in the range
[0.001,0.01].

Line 2 refers to the maximum number of templates that may be used in the Nonoverlapping Template
Matching test. The value 148 corresponds to the number of templates of length 9.

Line 3 refers to the m@num number of tests that is supported in the test suite. If the user adds
additional tests, this parameter should be incremented.

Line 4 refers to the maximum number of generators that is supported in the package. If the user adds
additional generats, this parameter should be incremented.

Line 5 refers to the maximum number of files that may be decomposed bgrthienResultFile
routine. This routine is applied only for specific tests where more thaR-vakieis produced per
sequence. Thiroutine decomposes the correspondasultsfile into separate filegjata001 data002
data003 E
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Appendix B N Empirical Results for Sample Data

The user is urged to validate that the statistical test suite is operating properly. For this reason, five
sample iles have been provided. These five files aredéta.pi (2) data.e (3) data.shal(4)

data.sqrt2 and (5)data.sqrt3 For each data file, all of the statistical tests were applied, and the results
recorded in the following tables. The Block Rregcy, Noroverlapping Template Matching,

Overlapping Template Matching, Approximate Entropy, Serial, and Linear Complexity tests require user
prescribed input parameters. The exact values used in these examples have been included in parenthesis
beside he name of the statistical test. In the case of the random excursions and random excursions
variant tests, only one of the possible 8 andPA&lues respectively, has been reported. Each sample is
1,000,000 bits in length. Additionally, thevalues eported in the tables can be found inrsults.txt

files for each of the individual teBtnot in thefinalAnalysisReport.txile.

Example #1: The binary expansion of

Statistical Test P-value
Frequency 0.578211
Block Frequencyr = 128 0.380615
CusumForward 0.628308
CusumReverse 0.663369
Runs 0.419268
Long Runs of Ones 0.024390
Rank 0.083553
Spectral DFT 0.010186
Non-overlapping Templates(= 9, B = 0000000011 0.165757
Overlapping Templatesn(= 9 0.296897
Universal 0.669012
Approximate Entropyra = 10 0.361595
Random Excursionx(= +1) 0.844143
Random Excursions Variant € -1) 0.760966
Linear Complexity ¥ = 500) 0.255475
Serial m=16,"! ?) 0.143005
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Example #2: The binary expansion of e

Statistical Teg P-value
Frequency 0.953749
Block Frequencyrt = 128 0.211072
CusumForward 0.669887
CusumReverse 0.724266
Runs 0.561917
Long Runs of Ones 0.718945
Rank 0.306156
Spectral DFT 0.847187
NonOverlapping Templates(= 9, B = 00000000y 0.078790
Overlapping Templatesr(= 9 0.110434
Universal 0.282568
Approximate Entropyr = 10 0.700073
Random Excursionx(= +1) 0.786868
Random Excursions Variant € -1) 0.826009
Linear Complexity ¥ = 500) 0.826335
Serial n = 16," ! 2) 0.766182

Example #3: A GSHA-1 binary sequence

Statistical Test P-value
Frequency 0.604458
Block Frequencyr = 128 0.091517
CusumForward 0.451231
CusumReverse 0.550134
Runs 0.309757
Long Runs of Ones 0.657812
Rank 0.577829
Spectral DFT 0.163062
NonOverlapping Templatesi(= 9, B = 00000000)L 0.496601
Overlapping Templatesn( = 9) 0.339426
Universal 0.411079
Approximate Entropyrf = 10 0.982885
Random Excursionx (= +1) 0.000000
Random Excursions Variant € -1) 0.000000
Linear Compexity (M = 500) 0.309412
Serial n = 16," ! 2) 0.760793
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Example #4: The binary expansion of 2

Statistical Test P-value
Frequency 0.811881
Block Frequencyrt = 128 0.833222
CusumForward 0.879009
CusumRevese 0.957206
Runs 0.313427
Long Runs of Ones 0.012117
Rank 0.823810
Spectral DFT 0.581909
NonOverlapping Templates(= 9, B = 000000001 0.569461
Overlapping Templatesn(= 9) 0.791982
Universal 0.130805
Approximate Entropyr = 10 0.884740
Rardom Excursionsy = +1) 0.216235
Random Excursions Variant € -1) 0.566118
Linear Complexity ¥ = 500) 0.317127
Serial m=16,"! ?) 0.861925

Example #5: The binary expansion 00/5

Statistical Test P-value
Frequency 0.610051
Block Frequencyr = 128 0.473961
CusumForward 0.917121
CusumReverse 0.689519
Runs 0.261123
Long Runs of Ones 0.446726
Rank 0.314498
Spectral DFT 0.776046
NonOverlapping Templatesi(= 9, B = 00000000)L 0.532235
Overlapping Temlates th = 9) 0.082716
Universal 0.165981
Approximate Entropyrf = 10 0.180481
Random Excursionx (= +1) 0.783283
Random Excursions Variant € -1) 0.155066
Linear Complexity ¥ = 500) 0.346469
Serial n = 16," ! 2) 0.157500
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Appendix C N Extending the Test Suite

Cl1 Incorporating Additional Statistical Tests
In order to add another statistical test to the test suite, the user should make the following modifications:
1. [In the fileinclude/defs.h

Insert any test input parameters into tiestParametersstructure. Increment the value of
NUMOFTESTS by the number of tests to be added. Add a define for the new test, for example:

#define TEST MYNEWTEST 16
2. [In the fileinclude/decls.h
Insert the new test name, e.g., OMyNewTestO, intesiNamesarray.
3. [In the fileinclude/stat_fncs.h
Insert the statistical test function prototype declaration.
4. [In the file src/myNewTest]c
Define the statistical test function. Note: The programmer should embed fprintf statements
usingstat§ TEST_MYNEWTES]T andresult§ TEST_MYNEWTES$as the corresponding output
channel for writing intermediate test statistic parameterdaralues respectively.

5. [In the file srclutilities.d

(a) In the functionchooseTestsmodify the printfOs to properly disp the new test name. For
example, change

printf (" [15] Linear Complexity\n\n");

to
printf (" [15] Linear Complexity [16] MyNewTest\n\n");

and modify the following lines of code (as modified by the actual number of total tests):

printf (" 1234567891111111\n") ;
printf (" 0123456\n") ;

Note: For each PRNG defined in theperiments/directory, a sulalirectorymyNewTestmust
be created.

(c) If an input test parameter is required, in the funcfigParameters, insert the folloving lines
of code (under the assumption thatNewTestParameteris an integer). For example,
insert

if ( testVector[TEST MYNEWTEST] == 1 ) {
counter++;

C-1
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if ( counter == testid ) {
printf (" Enter MyNewTest Parameter Value: ")
scanf ("%d", &tp.myNewTestParameter);
printf (“\n”);
continue;

}

(d) Embed the test function call into thist_test_suitefunction. For example:

if ((testVector[0] == 1) || (testVector[TEST MYNEWTEST] == 1))
myNewTest (tp.myNewTestInputParameters, tp.n);

C.2 Incorporating Additional PRNGs
In order to add a PRNG to the test suite, the user should make the following modifications:
1. [In the fileinclude/defs.h
Increment the variablRUMOFGENERATORS by one.
2. [In the fileinclude/decls.h
Insert the new PRNG name into the generatorDir array, For example,
char generatorDir[20][20] = {"AlgorithmTesting",

..y "G-SHA1", "MYNEWPRNG"};
3. [In the file include/generators.h

Insert the generator function prototype declaration. For elgamp
void myNewPRNG () ;

4. [In the file generatorsfenerators.t

Define the generator function. The general scheme for each PRNG defined in the test
suite is as follows:

Allocate space for epsilon, the n-bit BitField array.

for i = 1 to numOfBitStreams {
Construct an n-bit sequence using myNewGenerator and store
in epsilon.
Invoke the nist test suite.

}

Deallocate the space given to epsilon.
Note: A subdirectory callednyNewPRNG/must be created in tlexperimentg directory.

Under this new dactory, a set of sullirectories must be created for each of the test suite
statistical tests. The scripteateScript has been included to facilitate this operation.
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5. [In the filesrc/utilities.c]
(&) In the functiondisplayGeneratorOptions, inset tle following line of code:
printf (" [10] MyNewPRNG\n\n");
(b) In the functiongeneratorOptions insert the following lines of code:
case 10:

*streamFile = "myNewPRNG";
break;

(c) In the functionjnvokeTestSuite insert the dllowing lines of code:
case 10:

myNewPRNG () ;
break;
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Appendix D N Description of Reference Pseudorandom Number Generators

The NIST Statistical Test Suite supplies the user with nine pseundiom number generators. A brief
description of each psdo-random number generator follows. The user supplied sequence length
determines the number of iterations for each generator.

D.1 Linear Congruential Generator (LCG)

The input parameter for the Fishman and M&dt€G" is fixed in code but may be altered b user.
Input Parameter

Zo = 23482349

Description

Given a seed,, subsequent numbers are computed based;ona*z; mod (?1—1), whereais a functiop 3
of the current state. These numbers are then converted to uniform values in [0,1]h #tepaoutput O0O
if the number id 0.5, otherwise output O10.

D.2 Quadratic Congruential Generator | (QCG  -I)

The input parameters to the Q&@re fixed in code, but may modified by the user.

Input Parameters

p = 987b6a6bf2c56a97291¢c4454099200328868¥ad128301b5d0254aa1a9633fdbd378
d40149f1e23a13849f3d45992f5c4c6b7104099bc301f6005f9d8115el

Xo = 3844506a9456¢c564b8b8538e0cc15aff46c95e69600f084f0657¢c2401b3c244734b62e
a9bb95be4923h9b7e84eeafla224894ef0328d44bc3eb3daB3E5

Description

Using a 512bit primep, and a random 51Rit seedxy, construct subsequent elements (eachtsfl2
numbers) in the sequence via the rule:

X+1 =X°mod pfori =0.
D.3 Quadratic Congruential Generator Il (QCG -II)

The input paramter to the QC@iI is fixed in code, but may be modified by the user.

12 Fishman, G. S. and L. R. Moore (1986). An exhaustive analysis of multiplicative congruential random number generators with
modulus 2**311, SIAM Journal on Scientific and Statistical Computation, 7424

13 additional information may be fmd in Chapter 16 (Pseudtandom Sequence Generators & Stream Ciphers), Section 16.1
(Linear Congruential Generators) of Bruce SchneierOs book, Applied Cryptography: Protocols, Algorithms and Source
Code in C, X edition, John Wiley & Sons, 1996.
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Input Parameter

Xo = 7844506a9456¢c564b8b8538e0cc15aff46c95e69600f084f0657¢c2401b3c244734b62e
a9bb95be4923hb9b7e84eeafla224894ef0328d44bc3eb3e983644da3f5

Description

Using a 52-bit modulus, and a random 5bi seedx,, construct subsequent elements (eachi®tl2
numbers) in the sequence via the rule:

X41 = 2%% + 3%+ 1 mod 2* fori = 0.
D.4 Cubic Congruential Generator Il (CCG)
The input parameter to the CCG is fixed ade, but may be modified by the user.

Input Parameter

Xo =7844506a9456¢c564b8b8538e0cc15aff46c95e69600f084f0657¢c2401b3c244734b62ea
9bb95be4923b9b7e84eeafla224894ef0328d44bc3eb3e983644da3f5

Description
Given a 512 bit seex, construct subsequeBi2-bit strings via the rule:
X+1 =% mod 2% fori = 0.
D.5 Exclusive OR Generator (XORG)
The input parameter to the XORG is a 4#i7seed that is fixed in code, but may be user modified.

Input Parameter

X, Xy,..., X, =0001011011011001000101111001001010011011010001000000101
01111111010100100001010110110000000000100110000101110011111111100111

Description
Choose a bit sequencg,, X, ,E ,X,,, . Construct subsequent bits via the rule:
X = X! X, fori =128
D.6 Modular Exponentiation Generator (MODEXPG)
The input parameters the MODEXPG are fixed in code, but they may be user modified.

Input Parameters

seed= 7AB36982CE1ADF832019CDFEB2393CABDF0214EC
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p = 987b6a6bf2c56a97291¢c445409920032499f9ee7ad128301b5d0254aa1a9633fdbd378
d40149f1e23a13849f3d45992f5c4c6b7104099bcIMBHA8115e1

g = 3844506a9456c564b8b8538e0cc15aff46c95e69600f084f0657c2401b3c244734b62ea
9bb95be4923h9b7e84eeafla224894ef0328d44bc3eb3e983644da3f5

Description

A sequence X} of 512-bit pseuderandom numbers can be generated as follows:
Choose a 51bit prime p, and aaseg, as in the Digital Signature Standard (DSS). Choose an arbitrary

160-bit seedy. Letx; = g****mod pandx.; = g* mod p, fori = 1 wherey, is the lowesbrder 160 bits
of x.. Splicing together thex{} will generate am-bit sequence.

D.7 Secure Hash Generator (G -SHA1)

The input parameters to the &A1 are fixed in code, but may be user modified. The length of the key,
keylenshould be chosen in the interval [160, 512].

Input Parameters

seedlerr 160
Xseed= 237¢5f791c2cfe47bfb16d2480d60665b20904

keylen= 160
Xkey= ec822a619d6ed5d9492218a7a4c5b15d57¢c61601

Description

For a detailed description of-6HA1 (the FIPS 186 oreray function using SHAL), visit
http:/www.cacr.math.uwaterloo.ca/hac/about/chap5.edpecially p. 175.

D.8 Blum -Blum -Shub (BBSG)

The input parameters to the BBSG are not fixed in code. They are variable parameters, which are time
dependent. The three required parameters are two ppraedg, and a random integer

Input Parameters

Two primesp andq such that each is congruent to 3 modulo 4. A random insdtfee seed), selected in

the interval 1, pag1] such thagcd(s,pq) = 1 The parameterns, g ands are not fixed in code; tis, the

user will not be able to reconstruct the original sequence because these values will vary (i.e., they are
dependent on the system time). The input parameters have been fixed so the code will reproduce the same
results.

Description

For a deta@d description of the BlusBlum-Shub pseudoandom number generator, visit
http://www.cacr.math.uwaterloo.ca/hac/about/chap5 esifecially p. 186.
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D.9 Micali -Schnorr Generator (MSG)

The imput parameters to the MSG are not fixed in code. They are variable parameters, which are time
dependent. The four required parameters are two prpregg]q, an integee, and the seex.

Input Parameters

Two primesp andg. A parametee, selectedsuch thatll < e <¢ = (p-1)(¢-1), gcd(e,p) = 1, and80e < N

= floor(lg n + 1). A random sequenocg (the seed) consisting of(a function ofe andn) bits is chosen.

The parametersg p, g, andx, are not fixed in code; thus, the user will not be abletonstruct the

original sequence because these values will vary (i.e., they are dependent on the system time). The input
parameters have been fixed so the code will reproduce the same results.

Description

For a detailed description of the Mic&8thnorr pseudgandom number generator, visit
http://www.cacr.math.uwaterloo.ca/hac/about/chap5 @sjfecially p. 186.
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D.10

Test Results

The following table depicts tebly-test failures fothe above reference generators.

Statistical Test

ExcessiveR
ejections

Lacks
Uniformity

Generator

Frequency

X

Modular Exponentiation

X

Cubic Congruential

X

Quadratic Congruential (Type I)

Block Frequency

Cubic Congruential

XOR

Cusum

Micali-Schnorr

Modular Exponentiation

Cubic Congruential

XXX XXX XX X

Quadratic Congruential (Type I)

Runs

Modular Exponentiation

>

Cubic Congruential

Quadratic Congruential (Type |)

Rank

XOR

Spectral

XX XXX XX X | X[ X

Cubic Congruential

X[X|X

Quadratic Congruential (Type II)

Aperiodic Templates

ANSI X9.17

Micali-Schnorr

Modular Exponentiation

Cubic Congruential

Quadratic Congruential (Type )

Quadratic Congruential (Type II)

X

XOR

Periodic Templates

Modular Exponentiation

XOR

Approximate

Modular Exponentiation

Entropy

Cubic Congruential

Quadratic Congruential (Type I)

XOR

Serial

Modular Exponentiation

Cubic Congruential

Quadratic Congruential (Type |)

KX XXX XXX XXX XXX X | X

XXX XXX XXX

XOR

Table D.1: lllustration of Rejection/Uniformity Failures
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Appendix E N Numerical Algorithm Issues

For each binary sequence, an individual statistical test must produce at |cRstadne P-valuesare
based on the evaluation of special functions, which must Becasate as possible on the target platform.
The log files produced by each statistical test repardlueswith six digits of precision, which should be
sufficient. However, if greater precision is desired, modifypifietf statements in each staiisil test
accordingly.

During the testing phase, NIST commonly evaluated sequences on the Srdent@, results are based

on this assumption. If the user wishes to choose longer sequence lengths, then be aware that numerical
computations may be inaurate due to machine or algorithmic limitations. For further information on
numerical analysis matters, see'{g]

For the purposes of illustration, sample parameter values and corresponding special function values are
shown in Table E.1 and Table E.Zable E.1 compares the results for the incomplete gamma function for
selected parameter values foandx. The results are shown for MapleMatlab’®, and the Numerical
Recipé® routines. Recall that the definitions for tigmma functiorand thenconplete gamma function
are defined, respectively, as: s

! (Z - "0 tz#le#tdt

_8(ax) _ 1 o m
O(a,x) = $(a) _$(a) !Xet dt,

where Q(a,0) =1 and Q(), = 0.

Since the algorithm used in the test suite implementation afithenplete gamma functios based on

the numerical recipe codes, it is @@nt that the function is accurate to at least the seventh decimal place.
For large values dd, the precision will degrade, as will confidence in the result (unless a computer
algebra system is employed to ensure high precision computations).

Table E.2compares the results for themplementary error functiofsee Section 5.3.3) for selected
parameter values for The results are shown for ANSI C, Maple, and Matlab. Recall that the definition
for thecomplementary error functiois:

2 & 2
erfc(z)=—f e du
Jr Jz

14 visit http://www.nr.com/ particularly, Section 1.1Eror, Accuracy, and Stabilily
15 5ee Section 1.2, Definitions and Abbreviations.
18 The parameter values fepsanditmaxwere fixed at 3x18° and 2,000,000 respectively.
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a=x =600 Q(a,x) a=x=2800 Q(a,x)
Maple 0.4945710333 Maple 0.4952983876
Matlab 0.4945710331 Matlab 0.4952983876
Test Suite 0.4945710331 Test Suite 0.4952983876
a=x=1000 Q(a,x) a =x=10000 Q(a,x)
Maple 0.4957947559 Maple 0.4986701918
Matlab 0.4957947558 Matlab 0.4986701917
Test Suite 0.4957947558 Test Suite 0.4986701917
a = x = 100000 Q(a,x) a = x = 1000000 Q(a,x)
Maple 0.4995794779 Maple 0.4998670192
Matlab 0.4995794779 Matlab 0.4998670196
Test Suite 0.4995794778 Test Suite 0.499867005
Table E.1: Selected Input Parameters for the Incomplete Gamma Function
X erfc(x) X erfc(x)
0.00 Test Suite | 1.000000000000000| 0.50 | Test Suite 0.479500122186953
Maple 1.000000000000000 Maple 0.4795001221868D
Matlab 1.000000000000000 Matlab 0.479500122186953
1.00 Test Suite | 0.157299207050285| 1.50 | Test Suite 0.033894853524689
Maple 0.157299207050280 Maple 0.033894853524690
Matlab 0.157299207050285 Matlab 0.033894853524689
2.00 Test Suite | 0.004677734981047| 2.50 | Test Suite 0.000406952017445
Maple 0.004677734981@b Maple 0.000406952017440
Matlab 0.004677734981047 Matlab 0.000406952017445
3.00 Test Suite | 0.000022090496999| 3.50 | Test Suite 0.000000743098372
Maple 0.000022090497000 Maple 0.000000743098370
Matlab 0.000022090496999 Matlab 0.000000743098372

Table E.2: Selected Input Parameters for the Complementary Error Function

Thus, it is evident that the various math routines produce results that are sufficiently close to each other.
The differences are negligible. Teduce the likelihood for obtaining an inaccudtealueresult, NIST

has prescribed recommended input parameters.
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Appendix F N Supporting Software

F.1 Rank Computation of Binary Matrices

Apply elementary row operations where the addition operator is taken to behhsvexOR operation.

The matrices are reduced to upper triangular form using forward row operations, and the operation is
repeated in reverse in order using backward row operations in order to arrive at a matrix in triangular
form. The rank is then takdo be the number of nonzero rows in the resulting Gaussian reduced matrix.

Forward Application of Elementary Row Operations

Let each element in tha by m matrix be designated ag
1. Seti=1

2. If elementa;; =0 (i.e., the elemeran the diagonal 1), then swap all elements in tHerow

with all elements in the next row that contains a one in"tigelumn (i.e., this row is thé"kow,
wherei < k =m) . If no row contains a O10 in this position, go to step 4.

3. If elementa,; =1, then if any subsequent row contains a 010 ifi dotuimn, replace each

element in that row with the exclusi@R of that element and the corresponding element in the

i"™ row.

Setrow=i+1
Setcol=i.

If &ow,co= 0, then go o step 3g.
a a a

If col=m, then go to step 3g.
col=col+1; go to step 3d.

If row = m, then go to step 4.
row=row+1; go to step 3b.

= | .
row,col row,col * i,col

S@~0 oaooy

4, If i<m-1, theni=i+1 ; go to step 2.
5. Forward row operations completed.

Backward Application of Elementafyow Operations

1. Seti=m.

2. If elementa;; =0 (i.e., the element on the diagonal), then swap all elements in tfferow

with all elements in the next row that contains a one in"tigelumn (i.e., this row is thé"kow,
wherel = k < i) . If no row contains a O10 in this position, go to step 4.

3. If elementai’i =1, then if any preceding row contains a 010 if'tbalumn, replace each

element in that row with the exclusi@R of that element and the correspaorgdélement in the

i row.
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a. Setrow=i-1
b. Setcol=i.
C. If &ow,co= 0, then go to step 3g.
d. arow,col = a-row,col ! a1',co|
e. If col= 1, then go to step 3g.
f. col=col b1, go to step 3d.
g. If row = 1,then go to step 4.
h. row=row-1; go to step 3b.
4, If i>2, theni=i-1 and go to step 2.
5. Backward row operation complete.
6. The rank of the matrix = the number of Apero rows.

Example of Forward Row Operatians

100000
000001
100001
A 101010 The original matrix.
001011
000010

100000
000001
000001 Sincea; ; = 1 and rows 3 and 4 contain a 1 in the first column (see the ori
B 001010 matrix), rows 3 and 4 are replaced by the exclu€ireof that row and row 1
001011
000010

100000
000001
000001 Sincea, , = 1 and no other row contains a 010 in this column (see B), the
C 001010 matrix is not altered.
001011
000010




A STATISTICAL TEST SUITE FOR RANDOM AND PSEUDORANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS

100000
000001
001010
000001
001011
000010

Sinceag ; = 1, but the & row contains a 010 in thec®lumn (see B or C), th
two rows are switched.

100000
000001
001010
000001
000001
000010

Since row 5 contains a 010 in the@umn (see D), row 5 is replaced by th
exclusiveOR of row 1 and row 5.

100000
000001
001010
000001
000001
000010

Sincea, 4= 1 and no other row contains a O10 in this column (see E), the
matrix is not altered.

100000
000001
001010
000001
000010
000001

Sinceas 5= 1, but row 6 contains a 1 in column 5 (see F), the two rows are
switched. Since no row below this contains a 010 iff' thal@nn, the end of
the forward process is complete.

The Subsequent Backward R@perations

100000
000000
001010
000000
000010
000001

Sinceag ¢ = 1 and rows 2 and 4 contain ones in tHec6lumn (see G), rows 2
and 4 are replaced by the exclus®R of that row and row 6.
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100000
000000
001000 Sinceas s = 1land row 3 contains a one in th® &lumn (see H), row 3 is
000000 replaced by the exclusiM@R or row 3 and row 5.

000010
000001

100000
000000
001000 Sinceay 4 = 1 and no other row has a one in column 4, the matrix is not alt
J 000000
000010
000001

100000
000000
001000 Sinceaz 3 = 1, but no other row has a one in column 3, the matrix is not
K 000000 altered.

000010
000001

100000
000000
001000 Sincea, »= 1 and no other row has a one in column 2, the matrix is not alte
L 000000 and he process is complete.

000010
000001

Since the final form of the matrix has 4 Apero rows, the rdnof the matrix is 4.

F.2 Construction of Aperiodic Templates

For the purposes of executing the Nmrerlapping Template Matching statistical test28ln-bit binary
sequences that are aperiodic werequeputed. These templates, or patterns, were sitogetile form
=2tom =21 The ANSIC program utilized in finding these templates is provided below. By
modifying the paramete¥, the template library corresponding to the template can be constructed. This
parameter value should not excéedince thedec2binconversion routine will not operate correctly.
Conceivably, this source code can be easily modified to construct arftrarpit binary sequences for
largerm.



A STATISTICAL TEST SUITE FOR RANDOM AND PSEUDORANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS

#include <stdio.h>
#include <math.h>

#define B 32
#define M 6

int *A;
static long nonPeriodic;
unsigned displayBits (FILE*, long, long);

int main ()
{
FILE *fpl, *fp2;
long i, j, count, num;

A = (unsigned*) calloc(B,sizeof (unsigned));
fpl fopen ("template", "w");

fp2 = fopen("dataInfo", "a");

num = pow(2,M);

count = log(num)/log(2);
nonPeriodic = 0;
for(i = 1; 1 < num; i++)

displayBits (fpl, 1i,count);
fprintf (fp2,"™M = %d\n", M);
fprintf (fp2,"# of nonperiodic templates = %u\n", nonPeriodic);
fprintf (fp2,"# of all possible templates = %u\n", num);
fprintf (fp2, "{# nonperiodic}/{# templates} = %f\n", (double)nonPeriodic/num);
fprintf (fp2, " ======== \l’l") ;
fclose (fpl);
fclose (fp2);
free(A);

return 0;

}
void displayBits (FILE* fp, long value, long count)

int i, Jj, match, ¢, displayMask = 1 << (B-1);

for(i = 0; i < B; i++)
A[i] = 0;
for(c = 1; ¢ <= B; c++) {
if (value & displayMask)
Alc-1] = 1;
else

Alc-1] = 0;
value <<= 1;
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for(i = 1; < count; i++) {

;1
match = 1;
if ((A[B-count]!= A[B-1]) &&
((A[B count]!= A[B-2]1) || (A[B-count+1l] != A[B-1]))) {
for(c = B-count; ¢ <= (B-1)-1; c++) {
if (Alc] != Aflc+i]) {
match = 0;
break;

}
}
if (match) {
/* printf ("\nPERIODIC TEMPLATE: SHIFT = %d\n",i); */
break;
}
}
if (!match) {
for(c = B-count; ¢ < (B-1); c++) fprintf (fp,"%u",Alcl]);
fprintf (fp, "$u\n", A[B-1]);
nonPeriodic++;

return;




A STATISTICAL TEST SUITE FOR RANDOM AND PSEUDORANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS

F.3 Generation of the Binary Expansion of Irrational Numbers

The sample Mathematica program utilized in constructing four sample files is shown below.

Mathematica Program

(* Purpose : Converts numto its decimal expansion using *)
* its binary representation. *)
(* )
(* Caution : The $MaxPrecision variable must be set to *)
* the value of d. By default, Mathematica *)
* sets this to 50000, but this can be increased.*)
( * * * * * *% * * * * * * * * *******)
BinExp [num_,d ]:= Module [{n,L},

If[d > $MaxPrecision, $MaxPrecision = dJ;

n = N[num,d];

L = First[RealDigits[n,2]]
I;

SE = BinExp[E,302500];
Save["data.e",{SE}];

SP = BinExp[Pi,302500];
Save['dat a.pi",{SP}];

S2 = BinExp[Sqrt[2],302500];
Save["data.sqrt2" {S2}];

S3 = BinExp[Sqrt[3],302500];
Save["data.sqrt3",{S3}];
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